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Mmmit Idetttit^ Vexi f iliation B^^i^ms^ 

id^sntity Verification. X# p^i^t:ic:Si.l,ad^ thB iir^enfcion 
S fcd a tri^l:^^ arid ap?ar&feitia for tisar id^titif icatxpn 

in a 0iienfe--sezirar systems 

:.Xi:£ :ti:iLe tielsl. pS^ cot^ii^^ar ^yefcama^^ir .ife. i's ■.often, ^ciesirea 
feo wrifi^^ a user ^ s identity, as txaer idientitv 
XQ is itriportant to maintain seatire syBtrnm . daee a user' s 
identity lias foeaa ^erif ^xi appropriate l^veX of access 

cam be ailawed. In addition to allowing access^ knowledge 
of a user^ 0 iaai:^tifcir alloi^a fe;hat: user^ s b^o^sing ai^d/br 
ot&er h^feits to be itios^i cored V 

ims^wd^^da tfeat are Tsamorised fey the liae:^:^* SMch ^yat^ atria; 
ma^Y subverted if tlae m^md^i&M info^jiii^^ becomes 

piibiipiy ai;?&ilafoie> ly^teii^^ prpbXam ^^^sscriafeed witii 

2d p0^^m&^B for user identity ^eri^Excatioii that a ti^i^ir 
may ;r^qt3.ire paasv^ords for a toiiifefer 6f separate ot^msutar 
sysfeetn^j^ md tiiiBr'^f^ore liai feo ramamber xiofe only a xay:mber 
of ^ai0ti^iNpi??d^ biit alsc? w&ic& paesworci corresponds to wlaicH 
oorr^^uter Byatem. Tiii.B can lead to a user ado^tixig a 

2S aosmnpn g>asBword for all contputar systema. Ha-v^ixig a sing la 
xm±wm:BMl pasat?^otrd poses a constd^rafole increase in risl^ 
of a security breaeh at all tbie s'^fBt^&m ^ue to tlie 
ino^^asail likelihood of the jsa^amsajd feecotEiing p^l^lioiy 
a^aiiaJDle^: and |>u}:>lie a^rana^^ t&at bxif p^a^wd^d inay 

30 ji^aSrniit aoc^^s to me>r% tliaii disa; aais^srafe^ oon^Hter ss^^t^m. 
0t;Jiar vmr^ ©ophistlaated §<mm or BUfewieioini ^xi^t, s^idh as 
local osr rembta micmitdr^^^ of k^y ^t^p^k#s or sci:^:a^tx 
dxa#lays * 
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card canpri^in^^^^ iMorm^fe^ IT^fee hoiiler of 

■p .tlae;- toicafe-: :i.dent.i-f :axi aiitlio^ia^a us'^^i^-. One 

0xarripl^ of th±B tYpB of syafcem describees ix^ the 

XMfeerHatt;^^ Application mo 00/€224a in wfeicii t^iie toJcen 

oompMse^B an c>55tic:a^l disc or a emarfccard dise. mmmr^^ 
cards can be stolen or dii^laaated, alXowing immm^mmlBB^ 
tQ axid/or unid^ntif iaMe users to acJcese ot.iia;rwisa semar^ 
coTcipufeer ^st^mtm . 

Ml aim of Wm present in^iition is to provide a mefclipd 
and ap^arafcu^ for wrifying identity a user in a teaaiaer 
IS whiste Is reliaisie aii^a ^idfe i# not miljaerafoie to 
siufov^^rsion* ^r^f erred ^mbodimexitB of tlie pr^s^nt 

invention aim to address the pr<^lesitts e^f fc^^ prior arfe 
mentiori^d abo^^ » 

20 s^acordi3:ig to a f irat aspect of the jjresant in^ntioii 

fefaere is provided a met&qd of u^er idanfeity ^arif ication 
in a aystem co^rising a olient terminal oonplable to a 
aarwr toy a fxret CQiBimnxqatioia medim> tji^ metiiaa 
camprisingi sending a. first identification informatics 

as o^r tlie first Gotsumini option tnediimi from tM^ client 
terminal to tha ^^rvfeir; i?^erif yin^ pit tim 3^i^^r^ that the 
fir^t idei^itificfition iixf prmafcion corresponds to a fet^red 

f^rofile; retnming a ^ecdnd id^ntificaiti 
xnforniatlon feo ^ t^ser pirer a secoi5td cOitsit^ meditini 

30 ddcording to ^torad uiar prof lie; aeiidxng tiie ^^cond 

identification inf ortimtlcsxi to tim seri?-a3cr V:±Bi glj^ cM^t 
terminal; '^nd- 'verififing -ua^ir- id^ti't^-,, afc tJie. mmrvm:, 
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accoraiiag to |>rasentat.4s;>n of tkm seccmd Idenfcif ic3iati<m 
Jiccordiiig t:o a mQQ& aspect of th^ pi^ese^at to^tJticm 

aOtxetit taxEninal copi^laS to a a^rtrar bjr a first- 

ooupim to the server for b^p|>1y of M^omm- identification 
10 ±nfo2-mafcion to iiaef :, Wm, cMeiit^ terminal beitig arranged 

aoiEJ t;<^ 0xi|3ply the- first iSentif ication in^formaticm o^er 
ttae first comitvunicatiDn medium to the ser-v^er; txie serva^r 
beirig arrapgad to verify that the f£^at idatitif ieatipii 
IS ii3^f o:frmatiQn CDrrespond to ^ uaer profile in t&a xxaar 
profile store ana to supg^ljr a secona idantlf ie^^fcioh 
imforr^tio3a to the user ovfer eiie Se«::io?ici cd]Rfeiiiaj^ 
tiiadiw? ac^cordi^ td tfee at^r^^i ii#e:r prpfila? ti^e client 
t^rmiixai bai^ig mr^aiig^^a to recei^ tfae sepoiid 
i?ae»tif it:a£i inf brmation f rom tise user ax:i<^ feo ^^gly ti^e 
^i^ooxid s.dent:i££^r ixi^formafeiOfii t^o fch^ server ^ ajid t^e 
servar fe^ij^g:^ arranged fcxp verity user identifcjr: aiccaraiBg to 
praa^tat;is5n of the Beaon^ icfentif ic^tioi^ it?£ori?ia^^ 

m ereferabay, t&a f irat id^rjtl fixation information 

inclu^aes any one of a username, a memorised access code , 
information read f rom a token, or any cornbinatioti thereof . 

Freferafoly^ the first aorri^unicat inadium is 

30 di£f a-rent from th^ sacoaad coitim^x^iaatim^ ni^dium* 



sijj5|>ii0d fcO: feiie user iO:^^ir the BBC^ond coEritniMic^ it^Siiji^; 

t^xrai^amiSfeed trom tl^e ol^e^it^ fcasrtniiia^ to the server o^irer 

^referably^ tlie first idaritif ication iBform@.fcion is 
10 deri-^ad from at l^asfe one aaaona idantif Ica^^^^ 
i^aSormatiom supplied to a user pre^iotxaly* 

P:ref.erafe^ly,, th:e :f i:rst iM£ommtx.cm Lnel^iides plum:l-i:ty 
of aaaond identif icfation iixf ormti^ ^iiappli^qt to a t^s^r 
IB p^re-^iously^y arid: ^to^^d <m^ a tdkesi* 

Fi^f er^Il^?^^ the tbicaii a iratfedv^a^a Ut<^^m 'iim^ 

Pr^f er^l^^^ fche aacond idfentif icati<3n inf ormatiatx pe^fc 
ao feo tli?e mser over tii^ ^ecdiid dotEmmn^ medi#d. is 

raQ:^iierafcea. hy^; the ae^rv^r^ 

For a better uiiderstapdin^ of t}:ia xtmmtt iom, and to 
pMow iiow eiii>oalmants of the same may be carariad ittto 
as feat^ reference will xiow be made; by way of t^o 
t&e aoaontgasiying dia^^^ drawixig i|j^ ^i^^ 

jFigure 1 B&ova a praf er^ad a|^j>aratU;S tm: %b^- id^ntitf^ 
'^riflcattioii; aiid 

ise^tihod tat: iifeer idexit:tty y^rif iqat:io:p 
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Figure l aJiowa a pr^f er^rad apparatus for T-erifying 
Ideiifciby of a user 1. The a|5|>arat-tig cordis ris^s a. clieiife 
■fcermixial:. ^iO' aompj^ecl.- tO; ^. mm^r' -o^er. -a- fir^t. 

^2onjr!^ a:ink 50 . sery^tr 20 also cota|>l^^ to ^ 

B Bee^i*^; oqiim^ link ^ Tka fiirst o«;3p#tin^^ 

60^ Wmt aika#fle, the t-i^mt cotnmimiea^^ link 50 
coj^prise^ a qcm^iufcar tiefeMork ^ucili a 3.;0aa.l aii^^a m: wide 
area -i^iefcwork^ ^-^^ i^v^ia^ttiaX : priT^fc:^ -li^twjDsrk., ■ ■^o^ ^ inore o|>ea- 

ccraminicafeion tiiik is, e^ami^le, a teiacoHmmnica^fc 

n;efelf!?Drk^ suifcafely a wira2,es© t^legjiioxiy Betwosr^k or ceiluiar 
telaphony $iet\^rk. Host preferably the paeond 

cot?mmicafcion link € 0 Is a OSg ceil^lar^ ^^^^^^ capable 
IS a^ryltm ab^rt ma phages fSpsj • 



The ^^arat^iH of Figrure i feoisEspr^^^ ^ tiaar profile 
afco^^ 22 at: a st^iti^feXe ve:ri£icafcipn poittt. In this 
e;?m^ it i# 6ammiimit for tha sarv^sr 20 feo boisi^risf: tiis^ 
i^aea^ profile store 22, aitnqiigh it: ia pO^:^ima for t:he 
tiaer profile stom m to fee ss^fea from tii e server 20 , 

desired feo^ %^ tJie; ide^ntit^ of ^ vm^: 1 who 

^^iBhms tc> §aln deceits to tiiie ^paratus. throtigh tim client 
2-5. tiexi^inal IQ. .. Hare^ ■tfaa- :el-iarit termiiial 10 ia an^- at^italDla^ 
f orm of complecting platf ort^, such as a depict oj^ oomputer or 
mobile computing dev^iea sucii aa a laptop or palmtop 

30 Figure 3 Bb^^ a pref arretl method for verifying ttaer: 

i<aepfeit;^, far tiae wit^ t;he aps:^aratus b^^ 
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i<$mu^m<im±m im£mjmt.Smi. suit-afeis^, . the mmt 

idant If iPat ion iixf ormasia^ ia sij^ygjiiea to tlsM cliaxit: 

:B;tep- 2Gi, fcfea' -first: i'cSent:ixl.catiaii;, i-nformation.. ±b 
sent firoii^ t;Me cliant termina^l ID to tia©; Ba^ry^ar j2 
5^0 ftr^t OQtnm^ i ixxk SO v 

xaantifxp^t^ip^ information feo ratriere a ua^r profile J^^om 
fc&e UBBX p^tilM store 22. ^his pro^Me^ a pirel ipix^r^^ 
IS idex^Sif ioatiioxi df tM^ 1. "She sex^^r 20 t&ett 

retenrned o^er fciie BBConS comr3n:imica^ SS to reaqfe 

to the clieHt terminal, 10, mxoh as fej^ the U0er l typing 
the a^iOdjici^ i^dasiti fixation, informatioia. iixto a .ka^o^rd^ 
iBr>ixt da^ioe 12 of fcHe clo^g^nt te|?iiii^ lOv ^ 

^fe ^tep 204, the clietst terminal 10 seiids th% ^eosmcl 
• ideBtifioafeio^^ informafcicM bd^^ tiae B^sf^^t^ 20, oyer tlia 



30 



:Afc ^:t^: s-OS.,:- the' ;:serv:er- "^mttl^B: .€tm Idfentfty^ -of 
tlie maes? 1 i>^s#d o?i tte reoeiv^^iS seconci ideMtif icafcion 
iiiSormafeion . 
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lief e^-rliig again fees i'igur^ ideally him secdrisi 

qornimmi cafe ion l ink S0 is a message t raxjsitiiaaion ^ys t atn 
sucfe -'^B- SMS sy^sfcem f or vlb€ pn cellular n^tworfcs . 

Ee;D:e^, the second identification information is receives 
5 by t&e user 1 aticii bj^ us i rig ^ mobile aoa?fmni^afc 

:iiif<3^»?^tipn. to fche B^^a?^a mobile pliqne 40 actsorcSing t:t2^ a 
1:0 pr^defe^rmiixed uaer pro^xla iss^ tSi^ u^esr profile seosre 22 ^ 

J#p@t ^^f^ra t^tid to carefully giiaxsi their it^^bil^ 
^ijQimnmicrat icm de^i 40 b,h4 will notid^ if it i^ §tplarl or 
stxbjacfc to ^uMf^3*sii>^ Hfeiide^ felie kaasr will take 

IS pir^fe^ixifcicm to ^^bM imautfetoriBed use of lilieir mobile 
cjommiMii cation decide 40. By sanciing the sacpn^S 

identif icafcidn information tiaroiigh tfaa mobile 
comimnidatio da^ica^ possession of thB mobile 
coi^tmiamfeion 4a^iQe 40 allocs a high dagree of trui^t to 

m |>la:e©d im tha nser *s icientity. 

As a fmrfefefc^r er^iianoenient of tiie t^re^fexit indent ioi^^ it 
is pr^f e3:^^d tliat tKie f ir^fe i^^atiiiif i?:atia^^ ialdsjm^Mon Is 
pr^yidfed l^ast iis pa3rib f rom a toketi 30 * Suitai>ly^ tii^ 
2i toKeti 30 is reaMly g^ortabie and liiiay b^ carried fey tJls^ 
xiser- ^I-.. me ti^a^r :i>ra^^iit::p "t&e- feb3fea^- :30 fco- a token- .reader- 
11 of fcJie dl£ai:xt terminal lOx *S!be token 3:^eader 11 
■^^xferadta feJse ;flrst. identxilcati^oxi-- Vinforinatidu. .^to^ti. ^tb^e 

Xm tiaia. en^bodimerit,, firat identification, 

^ijaformafciott. ntay come: only from: 'tfe-e toke^a 30. 
Mternatiwly, the f israt idenfeif ioatioii infomation can ba 



B 

formal hy takixig identif icatio>n. irxfoi^inatioix from th^ toteia 
30> and f rom a uaer ij:a^ut: sueh as . a uaer nama ajid/or^ 
memoxri^ad acc^s3 code * 

S The f irst idaxitxf idation inf c^rmati^M x^: reaei^ed; ^nci; 

prof iiie f rop the user psr^of ilis sfcore 32 . SHtt^ajDlj?^, tbfe ti^^r 
profile ^tore 22 confcaiiis in$o5n^|:iqii: ^iqii ^3:;X<^^^ a- 

.10: :feo- ^x^aacfe fciie- ns-er 3i> iBuxt^abiy afe ^^laBtr tiiciteile:::: 

1$ Suitably/ the second, idenfcif ica.fcioB iiif os^matiori is in 

tfee form of a password tfaat is randomly generated the^ 
•^.er^'^r 20. ■ In an. ex^ample aa&)Ddim^rity: ."tMm. :randomly 
ganerated paaaword CD^itaina a al^rfc. atrxH^ (e.g . mgiit So 
twai'^e eiiaractera) co^feaiuing a sequence of iefefeer^s 
iiuiia?^rsv Tha user 1 ma^Y fc>^^ii e^®My ttiatoptl,!^ tiraji^Mr fcjfcie 
pk#^WD3^:<a f^dm tiiair tiidfell^ coimrimicmfcio^ device fej?;piiis 
fejae j>aaa\fl?ord into a keyboard de^ridfe of tloa clieBt: 

fcfeirnixii^l 10* Ji3.t:erii:^t:^ tiJi^ passvs?t^ cmtx hm 

25 d:^ld^ 40 fee? the clieril: termirxai 10, Btissh aa by a afeoj?t 

^Miy Hua:tai>I.e -event. c^bji 'fee- -u-sed co t.rigg:er' .... &m 
generation of a :^asgword fo^^ the server 20, e.g . the e^niry 
20 ot a pa^rticxilar time period aiic^h as ae^en days. Tlie 
trigger may ba specif ie to^ or can co^^tr 

a, 3lJiall or larg^ grj;:^6ij£|> of use^^ fco aliow mass reji^ml of 
pasaworda ootiv^exxiatifely thxx>u0li Bof t^war^ ^<3m±nist!;raticm 
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m preferred aoa:>iD€imant0, tfea feol^^en 3d is a r^mo^able 
atai:^aga madium aixcn a.B a smart eard^ or prefaratoiy a or 
DVB format g&oirage mediuni. laeall^/ tiie nxMrn^ 30 
S: corpgjriseB an ppdateai>ie pr st^orag^ mecSium saich 

^ddifclots^ layer- ^oi ^^^smirifey, a#^- feJi© ^alxaiit t^^smina^ •■;1.6- 
can ^.^(^otM. pa.sswor<Ss Esrom pr*^x?^lou0 o<5c^sloiis onto fcMe 
token %Qj^ t^^..- ^record an incsietfeeiifeai M^tifelty d:0ira.T^cJ SroEti 

xq tilie -^pm'igW^ p^^m^<mdM. 31ae dliai^t feermimal is can feiian 
fcs:ap.sTiaife tlaa inor^m^tittai fccikexi identity back t:o fciie B^iri^^er 
20 "^ria the firafc tec»diiiiieat:i^d^ link S0> Mid t^ifesp ^Iso 
1?^ C:|i^a}fe^<$ ::^g^i:n#t; -a. iiB;t: qos^itainad:: im-^ tba:. mser- profile- 
sfcore 22 . Only if t:he mrnxvex M Ib satSsf iie^ fcSmfe She 

2.S first idantif icafeion information comprising tlm 
incremaxital identity read frotn tba toten 3 0 mat:ciies a 
Wtox^m& profile in fcha mser proEile store 22 is a new 
password ;t-3^an^mitted tO' tne niofcile communxeatioB . :<aa^^^^^ 4-0 
bf... -tlie ^^u^^r 1.... m^teaiS -almiXn^ '^ febikex^;^ a^ lass; 

:2a affadtei^a wa^ to defeat tMm mser ia^ntity verification 
sys&^Tfe^ aince a clcmed token wi3;l Isecdme mit: of 44ta i^a 
so<3ti t;liai r^a.X t<pkefit 30 i^ Fiisrtkarmore ^ otiier 

id^iifeif icjat^xbn liilormatio^ on izhM toJ^en SQ . ^3?he otit^r: 
2:5' 0^ciai:i:ty dodin^^ af^n: ^l:a^>' fc^ i;fe§aiiter^tB<i ax^xi :B.tored. -on- tim 
tcjteii to add a yet f iirt;Jier layer of aecmri^tjy . 

The fcofeeii 30 suitably stores op^ratiiig software whioii 
atllowB th^ id^iitdty xmrxfication syacam to run on tJia 
30 oliant^ terminal 10* i^^antagecMsly^ i>y insert is:tg fefe.e 
toMeil 30 into any suitable ccsmputar tBrmimal 10 ^ the ^^ser 
i ia abla to operate the -Ideritifcji^ wrif icatiori s^^stem* 
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/^^ofcazx, J-O^ cmn- a^lso: s:t;0-re :ot-iief -inf orn^ation, :au0h as 
promotional and aa:^ereisi^ ma^^ TL^k^ i<aentif icafcioia 

informafcioii atorea fey thB t-okan 30 ana./or fciie omm: 

S ambodimaiits^ t:l2^ feokiai^^ 36 the' mofeil^ e^inmtmic^ 

d^ic^ 40 cmx isK^oairporafeed into a sipgl^ ujitti. 

Furthermore^ the toJsari 3t) cjati; i^p alfcer^^tiw erril^odirrieixtB 

to enable a ^iii^ie tb&^n 30 to h€ li^ed fbr 
10 ideiifeif icati-on ±ii a nmiber of Qtls^t^ ^mlstrins systems v 'iai.e 
tioic^ti may ibdlu^l^ oliter ^iaifeia idesitif ication 

It: will .l^e. ^-agJipraeiated t:hat tfcte . ViBm:- ideritify 

If Verif ication system described Heraiii is able operate at 
a. li^mb^r of dif f erent leiy^el^ of secu^jifcy. JMtvmntag^cnisl^^ 
a system ^ministmtor is able t<3 seXect: ^3|3S^ap2^iate 
ieyais.. of seqtirity .aocrardixig: feo ^eedi^ -^t ;f>a.t^fcimi.ar: 

us^r or grcmjj o£ iisar^> Ffest* some purposes it ixmy 

M mxtm^^mit wm^I^ lor possession oi ti^ tofc^n: 30 to a?3i 
adeqiiafea mechanijsm f or identifying tfee ti^t^ W&an a 

M:>re seaur^ systein ia des;irSid> fcKe tt^aaBmissicm of first 
•■aE3^-: a^^fetjpd id^jitifiqation .information^, via Mm 't±kim-: aiid 
second eotmmmaoafeion links 50, SO, allc>wB a foigMr degree 

2S of certainty* in ^ a till more seciira mode, ssQ^aaasion of 
both the tofcan 30 arid tlia mc^bile CDrrmmnxcation datr 40 
i;:a reanired:. Xn.- a still higher -aacurity mode., a mamoriBed- 
near name or memQriaed adeess ^od^ ia raguired, whicli 
mroi&B Butoi^ersion in the e^ent tiiat tha tokmi SO find the 

30 iriobile comiminication dMricB 40 are ftolah, Banca^ it i^ 
•vary iHilifealY that all of fcfea GOitmty,ni<2ation^ ^d ts^ 
tpkan 3Q amd tiia mamdrised i&forir^tibxi ^ill. ba ^liJof^rt^d 
siMiltasi^ousiy:. 



v^rif ideation daacrii?e<i ial>0lm Jiaa ?iieudy ^r^tifcic^J: 

S fi^^sS b$r&itis> fedtiii Jp3? idaxifeif i^^atios^^ at o^sh ma<i23:iines 
lau^iomafclo t mac&dx3ie0) , and for imtieiriaet: ban^ i&s 

^otiia^r escatiiiJI^^ fejie xisesr i^^iifeif ic:^&io^ ayistani oaxx fee 
Ua^d to ^6m-T0X acaass to buiidlnga 1b S2ornbinati6n ^itli 

braadeaating ^vsten^s^ or access to a jsri^at^ elactrs^oiiic 
messaging s^^^st^mv 

'Siie reader' a attest ion is iaireated t:o all papars and. 
15 doeomanfes Wt5:ieh asre filed concurrs^ or p^^ixmM to 

■tiiia: Bp^eeif ■ieat:icp^ in -oonil^pfc -^wl-fett. 'tfeis •applicafc'ios:!. Bud 

g|>^^iia:<2^feio3:3;> t&e acmt^nts c>f ^m^h:: papers ^rxd 

AXI of fclxe feafctirea disicloaed in ttei^; specif ica^fc ion 
CiBciuaing am?' a^sc^c^anj^in^ crlaiTfe^, abstract amd 
dr^witigsl , axjd/or all . of th^ ^teps of any method or 
process so disclosed, may be combined in axiy combixiatioi^/ ' 
2S e:jccept: coiribinations wbara at: least some of aiji?2h iEa^afciuraa 
and/ or eteps are mutual ly axe Ins iw* 

mxzu eatu^e di sclo^aa ' in: ■ tfei a.: . 0|>^c;i£i.eat ion- 
Cinoluding an|r ac^^otJ5j>a^n2^ir^ olaimfe^ afestraiot and 
30 dra^ing^) , maj be re^laeedl by alter^ttiati^e £batiit!:as: siir^i%g 
tija a^mf > ^^i^aleiit; or similar jnirppsar imle^a e^r^ssl^y 
BtateM otharwiBe^ Tbusy miless e^rfe^^ btfe^t^ia^^ 



eacii feature diiBclosaci is dim; examgsl^ only of a gesS^r^ic 
■series of aqiai^alfe^t.. -^asr" aim^l^i-ar ^f^^:^^;^^.^ *. 

c«9;e, or any eombiijafeio?:^. of tli^ • f e^feuraa 

accontpaBYi^^ ciaima^ abscracfc drawings )\r or to any 

no^el auB, oir a^y nc^el C!Dmbinat:iDn> of tiie sfeaps of 
10 method or pt^ooe^s so diBoS^oae^. 
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iGJOisp2^^1:ad3?ig a dllejat terminal cjotiplabi^ to a ser^^s: by a, 
saxicilijg a first iSeneiiieaitiiit^^ in£ormat:lc>ia Dwir feke;; 

^erifyxiig,. .at' &b.e serv^sr^:, tmat; the ■ ^irat:. 

. idantif ication information Qorresponas to a st:d:rad user 
profile; 

:g:eor^<i 'user- •.p?rd^xie..;-- 

a aasf^ar ootiiiprisixig a u^er prof ile Btore; 
30 aoiijnmiiicafe^x^^ taeSium; 
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t:&e criierifc tertttliiai fe^iiag; ars^ar^^d in iJise teo recaivB ^ 

first: t<ie3itlf icabion Imi^sri^^feioa ov^r tha fir^t 
eqpiimnicatf ipi^ tn^d^t^ to t.im server ; " 

feha ser-^^er i^eit^g arraBged to verify tii^t tMB first 
X'O- iidaxitif icatio info^rmate cD^reapond fco a uaer px^of ile in 
the UBBT profile a tore a^d tc> Bu^^f ^ aaqond 
icienti^i cation infort^ation to t&e uaer over tlie seeon^l 
dqiife^ iri^s^iiim a^JCprdiBg to fc&e stored useir profile; 

15 tiie eiierst; tie^miinaX beilig arsraxigaji to receive the 

a#coti4 i^^tifeiSicskti I,x3tf6rmait;i6fe firbrti tM^ iXB^' Bitd to 

20 the ^erv^r beis^^g: arsrapg^ed to ^es^ify i^;^?^^ Ccienfelty 

according fco pr^^^nfeation of the sacoixd iden^tif xcjatioxi 
ii:if -prmat^ io^i^'i 

3 . Tiie method or agparatue of claims i or 2 , wherein 

.g-E tjb^- J/ii^St :ideiiti:f icatid info^rmafcioB inoluae©; axij?^ q£ -a; " ^■ 
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wlier^iji %he fijTBfe: cesEsrtt^ ia ciif iareiit: from 

nm second G<mmmi^a^lm m^diwt. 
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5 . "ShB xmtCtiod or ^ppairaeiis o f any pre ceding c x aim 

wherein tiie^^ fe&irt xdmtimc«c# mmtmim la st^li^d 
fco tJie user o^er fehe aacoiid conmrnBlcatxc^^ tne<ii\jm felaroi3;^ a 

fej^aiisialtt^fed. ^ro&i -tJie: 61.i:^t.. :fe;exmiiria:l.. to. tim :server -ovNgr^^ 

? . The matiiod or apparatiis of any pr-ecedin^ claim^ 

wlb^erain the first identif icat:ioii information is dari-vad 
f^rom at le^sv one secoi^^S i^^^n^tif io^tipn^ infor^featic^ 
a-ujspiied to a user pramoiisly^* 

IB 

first lis;£c53rm4fcion incliadles a plu3ra:Xifc|r; of m^oowSi 
ideixfeif icafcioci irif oxiBafeion s\:^ppllad to a user previous iy^ 
BMd St or feci oiri a toicfeii* 

9 , ;5*he methc^ or the ap^p^arattls of arsy of claims 3 to 

16 w 'Tlie method or a|>paratma of any pr^eding olaim 

2S wilafceiB tJae 0a<?0n<3; id^nfeif ic^afeioii iiaf ormatioii sent to tJie 
user owr the eaoond oormmindGatioii ^ m^^ is ref aBeratad 
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{$4} C<>rn;pu|;ef ^eeo s^sl^m 

sy^tam^ ada|>ted to gTaHt 

mi s^uiho^iZB^ individual ao0^9^&1^^ 

reoieiyihg sjnd smbm pa^i^werds. each of saiEd 
P£3iss>wbf5:i&bsiin9 transmitted^ 



sz^jd,; a^nd: granting acGesa aaid s^eciifed domain pn^s?' 
|[ ssid second pa^ss^fd i^ suS5star)tf^jy jti^nU 

Siting sa^d cc^de^. transmittjru^ said oDd-^ over a second 
cornrnunfeatson channel upon rfi>c:fi>if5t of ftrsi ■si^nalout- 
puL aBdlransm^ttihg^aid oode^l^ 
and ^ notflicatidn m^ns for ii^&eiyij^g^aEd; and for 
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ac:Oe^0 re^tn0tion s^$t^ ana,, b ons errnbodiment. to 8; 
3e^wr% and/or access rastrictto syst^&m wh^ch isi 
acia:pt^#:to^,9:ranton;iy authon?:^ u sers, access tO'acc«ii"- 

a :cpmmun^^^at^om^ channel .aj^d<<^f :<5th^r mfnmmtm- 

ikmBmemurn. 

2. Eafefegymund of th e 1 n^fttlop 

fc^k^Ogv f(n^n<^iaJ ^■f^fV;!0gt5i; fc>u^jTO3s, sidupaiiivn:. and^ 
yanoo© goysfnm inst^no^ and wpoui 

x^^qmummmB financial transaotbns.. tO: mmmg^. c^onf ^ 
d^^n tiai : si^jamlf b and/br madteai data, arid: lo mchangB 

mn%ppim B^atsn^s- -ifaqM^rei anc^ ajs^^w' v^jfy;::s^^pj^ 
ar?d conftdisn^ data to b«5 atj^rad imn^niji^eci o^^^r 
gf^ar^eDgrap^hic distances. 

cations dhMHeJ^n^&twiijf^^^^^ ^om^tinrtas ^otli&cti r^s- 

good andlh-e vary :tead^ 

That ls< wMb mrmiM^ siystams hm^ m-- 
trmkM ^ffd^riiqv this mi^nrt^f in 

aad/or ynaut^^orizad data fTi6diTi^:i3l:f0F^£ Accor^Jingiiy. 
li:iEe f^l^^5r sans itiw ar^d ^^^^ 

■ iadxb^i twe^^n tf>es e oorripyter s^yslfems'has baon "the laf- 
g:efof M<3^:k by' pedis known aS'*" Hackers" and by high 
ia^8! sind Very sopn?5tiGa:lad aspjonagiej and indifsthal 

saounty raGan%::Gbm^:td:tHe ^ irnponanoa; 
arsd- r^prasants one of ^he great needs df our tm^s. 

Many attampts -hava -heeh mad0 to 
feaA^fioua'i^cji.rttc^das:|hbfa'i^ 

which comprise an apparatus and a r'neshodok^gy 



, For exampJe,, .on& smh prEor con-tpiJtai systsim s^a- 
cmtY t0obmqup compu^B^ the use o! predaterfriinad 
-passwords'- V Tteij^v: according to- thi^ a0eMdty -teh> 
^ htoa: each compme? a^st^m haa a- Ji^t <>f auihd?^!^^ 
paasw<?fda v^ich must commurtfcatad It befor<5 ac- 
cess 9?yan pf allowed I 

■$;ysipm: adnfi;jhj^i:faj:ors.; di^thdu^0-:th0S:a--''^^efm^^ 
wpr^.-Xo-M ^groyp. of adtt:vod2:f dxU^;a^^ sys* 
?a la?TJ the '^^n^^r Bi^iu^ pas^wdrcfev In tb^ty. 

pr^vafits Uiiaut hPdKod LJs the com- 

pu:ter;syst0rti: (since pras:U^^ 

:«ji:^S'dd:noi;:hayav!^ ThiB: tfechniqij® 

Is not ya ry ©f f ©pfEva sfea© ottanitimea ihdsa author d 

password to ah ifnauthDf {2 e^ tedh- 
nlqua of data aecu rity may be aa&t [y ^'df^kan" by g *haa 
ars^^ dajisdarala and ooncentrated attampt aJ autost^^t? " 
e0J5y inpdttind, tp: Ind targ^tisd sidhipiJtdf;; hiif^dfdd^^ and 

^ parhiapa thqU^athd^ d^ ^diff an aiwiiHdri^ed 

password c ?'€;a^dd: 

In ^ add^^id^n th€2 ;;prK5r password. l:^&ehnqua-:,otha?;' 
rrsorei :^d?jhi^i?caiad . aodasa ' ias^hnidua^^ ard. " kri6\m and 
MSad. For ascampi®. ttiiafa are knov^d ia^hr)!>^uas whbh 
^Bpu^ra;1h^^poss^^a^oh dta physiaai:Dbpe^^€>f laM 
audn as *'ac0sss:e:;afds'^ "read'' by a card read- 

ing daylce and dtcs^t^aJric authahti^^ i^dhajqaes (e. 
g.; raqui nng iHa InrMJ shpifi M sadh ^dthor^^ user phy 
icaidharacten^tksS:^^ 

^ iM later dpTip^^riadh of thas«^ in put pah^^i m id 1 hosa df 
a *'wDaki-b&'' usj&f ) Both ol; Uiase pr^or tachniquas^ are 
faiaiiV0iy cdmpiicatad. 'mh- miatfvaly cdsi^y, add ara 

imadthodzad ^ein^ry dua to lhdlridrnp^0x% Tha^s^^taoH- 
r liqu as a? e aiso prona to unauiHDTJzed antry by me of 
couni^rf&ft af^d^of sioS an cards. ob|acts, and fidgeirprJht 
lai^ddrE Other prior data aedur tddihniqdds, sue^y as 
eneryptidd. attampt to pf^vent dhMthorj^i^d Usse 6f 
tfansmiltdd data or ynaut^i dozed access to a corrtput^r 
aysiarri by rnadriying and/or cnan gin g the irapa^mkled 
data, in a daftajn'rinanoa.r ; add/or raquinhgtha; trmsEn^s-- 
sfdn:and t-acaipt of modliiad daM 
ad; ®Hi|e aoirnew^ P^w ^^fyptiqn 

taohnid^^^^s ar a f ©iatiy a sy costly and cdrdplscaiad and ra- 

"^^-^ pujra ona or. mors- kadvyri ''ancrypiion Kays* vs^iidh are in 
oonatafit axoha^^ge baty^^ uadrs ar^d whk^h ara th^m- 
^aiv-ea sjjisoaptjNd to thaft add^dr^ in^sdyadanl dis^clo-' 
aufd. Fudharmoras thd. baisf-known :and parhapa strori^- 
dsf -.encryption- a^podthm is: pf"oprfetary :and:'cannoi ;b;e: 

■^d a'^pd ,yyttho;Ut^^-.:- costly iicanse, Morppva:f, :atnof -th^; sia- 
or^btad m^Esa^a ^ijilip-rovjdas Blrof. tha;:|raaafnrt^d da- 

tJ^dx-drstird^ d^^-^-#raam'^%--'^&raa:k^sng t 
dode*'. Binoa no encryption aJgorithrn js aver con.^jdarad 
'undfaak^idse''.. pr^prypiipn cons-^dsjied^ tp be- ;:a 

''fcsoSpi^r ^epuf ity spiutioas 

thara is tharafe'ra a n^sad to pfo^^^ 
spb^tami^l^y prf v^ntth0 



3 



4 



rtEbf^ cbfrif^iumr sysiams incf which bvs^rcorms^^l^ vm- 

um -of-transrnitted data. and-- which- ■d^/srco^n^^. thc5- var^- 
^eek jshcidp m^at thas<s; n0^<:is ^pHcant ir^v^ention;, sn: 

jmaht of Applioant's invsfition. coop^ra^lvei^ ferm the: 
he <:jr ^ha :has ^DtHif-^ed alt of me data, whem : ' fa;«^i,:;an;|y; 

SI^^MABY OF THE IN\^iM?^ON 

While a: number :ol' '^obfepts of the jnv^nt^on'' 
forth -i^^lov^. itshou|cfb^;rsa;hiz:&d b;y one Drdtnary skiJi 
i;n Ih^: art that the iny0n:tspn:(:s) :;am^^:n^^^ iimifl^d, in^ 

^objeDts^ of th^^r jny^ftiii^ are tp bie ;u^?5^ M plac# AppN- 
^;an1'S wirioti^ jn^ent^ona jn: proper overall p-srspaciivo 

rtt^r'|n:/W^}dh- '^^pp^iesiniE^^: :invanJifon;S:arsi : jo^pe■ maide: .miid: 

aarii ^jiyenlion. i^cjcordjngjy: the varfbds ''esb^ct ^ «f the 

a: isohnt^MO tej substa^^^ er^sUf^e* lhat; only autH<5if1^:^d 
u^^?i& pa^n aceea^ to :a system. 

technique to sM^stantj^ffy «^ns^:ur^j thsii only eiJthon^B?^ 
us^ers^ ^am cornput^^jf sv'^iteji^vand- v^"iiph 

ba^kS:,G?.th«5:; ph0r-C 

it is 0 thifd pbi^^ci th^ ^nv^ntion prwiiiia a t^eh- 
njqy^s^- tOiStibs^antM^^y^^ ensu^^ thai only sj^fjthonzea^us^rs; 
hav^ acq^j^s and iise 

Itm ^"fouri^ cifej^siiM'theiriVe ration ;io'pro^;?s^i^ Bt^ch- 
hiqy<& tD^yfe^siafiti^ity^ 0^ 

hav^3 aqcass and Oi* cartairt IrBnsrnsttad d^ia and/br 

}y d0jin^ate<3 drawbaoka ot tr^^ prior t^?i5hn{qf:ies. 

Aoaordlnc^ tO' a f«"SJt asps^oi of :lh^>: preseht'irsvaniiibh; . 
-a S:ecur!f!:y-;Siyatem 5S;;pj;ov{C^^d: Part-scbiail^.^ th^^-:^^Gyf%.- 
■ :^yslaFh ls^:^^apt^iita-b^;:uB-asl jh cbmbif ^stibn MtH-ac6m-> 
■puter and' to ori))/ graf^t an alithor jzad indjvidusi s^ccass- 
to the cornpytar:- The BesuT% camprfe^s. in Dhe^^ 

■ejm-bodkfsant::pa^j>WOfd moati^iorf^BiMvi^^ 



phanneLand to asiow that ind^vjdasi acpe^s i<3 Ihe^c 
■putar system only ::;cf: that •iO'CifVidiJal a^j^oersi^s- and oom^r 
■mpnijcratesr;-! ha code to. th^: code .gan^j^aiion :fn^ans. 

^- a: method i^. pfo^^^dsd lof i^se W3lh;a and> ^ffs^c^- 

t^va to sa^&tanti^Aliy prsw unaulhpnz^d usar Iforn 
acc^ssmg-in^ oc^rnput^f- Th^ ;mathi>d in:an£j 

tm^om chan'rfeK gs^r?era1ing a; :Codg in, ifmpomB lo 
m^ejvqd :pa3Sword: tmn .qoda.:by..uas Q?;a 

:^eo0nd oamm:unEoai:ion$ obanna^ i^ thB us^r; -tmni^frH^- 
iing the ecda to i^^e 4?^rri|5Utar: and allowing is^s^sls to 

.ojjrhpuiar, 

Aocordjng to- a tptirth . ajsp^jet ii^ -th^ present im^/aR" 
tjoh:; :aseD«fity;:^at^m^is.^pFqvl^^^ 
i^PK:j^y:k:^■U£5^adO0^#^ td a. sa&urad: $arBam^<?f :^;?i^ia ■ bits.; j-n 
oh a :6mb:G<ijrhaiit . Ihis -dat^i. -st^^urii^ ,sy^ :dohipf ma^- a 

da:tabjta;aod dsvy fog, aaid'^-ir^am of da^a/b^fis/ihto; apljj- 
of aufo-atfaarf^s::: tmnsmtUin^: ■ hn^aah-s. tor ■'trar^smit- 
ting -^BMy^/^-i^'Brnf}^. p^miBi^tftma^ ^ 
cdmrnyhfcaJ^idn chanha^: and a d^dod^ng rnsah^ Idr rei- 

m :C;^i¥tng; .^sute-stf earns -ahd tor •r«cdhib'^i:ing said m^- 

la bjts; 

FUft^e^ tsf^ei^dts. leMyras. and advantages of the 
prwehl lnvenitD^i WHt tSotedsr^fe appamn t rorn a o^orisid- 

vK?. d^atioa o^ the foJ^ov^jhg: ddaeriptiOn. the appand^?d 
diiaiirnavancl^Of thSf app#^ci€sd'<3ra\?v3:n^g&: li shoiiid f iijlher 
reaJiSjed isy ^3h<s is? drdfeary skJO In tha art that fea 
pfa^iffeusi|i^'dalu>*ssa^^^ the in van - 

ti^h''a;m''1t!f?v:Hyifeiir^^^ onfy and ara not to ba 

3:^^ cdnstf uad ao as to timiir th0 gana^raiity of iha' jn vahtjons- 
and/or to: iimit ■ tha. tf ilsii^ratation :-io^: ba- -gf^&n td tha-vari- 
<5d§ appBhd^d diaims ■ Mor^b^ar; it ^hduid aisd be r^l- 
tmcl by 'lhosa- of^'ofd^narV skiir 5n tha 'ari that' ih'd; term 
'*Mmmiuni<:^itsic^« •ci'Tfjnri^ V as u&ad throughoui; \h\<i Ap- 

4i> p\\c0tkm raf at Si to any: ph^^s^ca^ aad^or alaoi Fdfr5ai:?nat}d 
m^mmot mathdd: 0rifaasT6rhhg:and/b.r ^siOjriftiiMpjpaiintg 

racatvafa Moreover; the term ""ddhmanioatm^ ohaa- 
n ar^ should' be g n/aa ^ he bj'oada^t Hn»n: ini arprs^talbn. 
coloring any; mathad 'ahdfetr mediunr^ whfeh laoithate^s 
trm tmnaf ar oi mtormaXim.-^'dik>i ovar-whlsh ^ychys^lfof-^- 

BBIEF DE^Og^ffiON OF THE PFIA^rN^sS 

:f €sraiutl0f ::^ad ■mdracQJt^pjata undarata?idinig :d?;ths^ 
natU3^ ahd 6b|acj[s iovsjation;: refefanass 

should t^SEd fondwin dtamng:^ whafeiar 

•iaF¥t; ;:fT%^^ jn>^s5Q?^r!:p^ ■w:f|:h the t^aciiitogg^^ p^lha; 
tdchni?5ues c^^ SrtTOn^ioR- 
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P&< '2. iS H bkiok cijiagf am-:of anpth^J- ■ernbp^^jrnaTii of 
a 0ompi;isr made ?n ac0OK:iana© 

;:FI0: -4 i:S;:a: ii^locK diagram: otanpThei' embod^j-ri^nt of 
■a computer saoufit^^ system made in atjcordanoe 

FiQ 5 J& B sichsmaijc dla^ 

u§0d by the cornput«3t s^&gy qt^ ^ysisms $h0wn in 

O EmiLED D ESCr^l RTIO N OF Ttfg IN\rENi:iON 

om^ame wlh the pnhioipfes ot the prsferracl-'enlJl^odi- 
menf c^ ttm invention- and- a^dapted: tor um. in j?ornbina- 
tkm ■■ W'Sth :;Com^:Ut:i3;r' 80 : Mom :p3:rt:iici>iBrly, ?mrp)Mm''^B- 
c^ufity $y;^em 1G s^leji^^vssy aij^v^ifs cc^p^f^unsc^ and/ 
or datta.:p:roc;^^j6ln;g:<5i^ )n..a; mssWer 

which is t^:?ih:?'iiic:ais^ :do&crjt:tf^>ci mmtighoij^ th0 rem^incisr 

the tnye^il^pn, anai^y^ing m^ar^s 12 eompna^s om or 
mm0B<M^Bm siMwim^^ which ar^ e^^aipiie^i to ax^- 

atyi^ir^g m^ans 1 0 may cot^jpin anci/ 

uncjer stored- prograrrt control : in Vda manrim todVi 'm 
thi^ A|3psfea;tjbn One e^^ample c^^ anelner typ^s 

may Ise used by iha pfs^^^^ 

fjon is shc>vyn and i^eeorfeed within ei-^apler eight of the 

Kaf Hwang,- Mj5Ch- &.pibblfe^ fi^c<S'S^^Hjii snc.;' 
vyhi&h h^s 8 library: rof^r^tB number. 'Df' ISBN' 
a-07-D316^2-a,ancJth 

af ^Mi^icih af 0--iu-lly;ahd ■compilel^Jy iinoorp<s?^iedh-erejn:by 
rafef sn^e.;. Wotd^im wmS and-^paragfaph -1<:jr ipamgrafjih. . 
M^^e^ilhsr-^mbddimehi i2 reeeive&arid 

corTipares ^-tvi&a^l two sets or' streanie of daia. Sh6ii(d 
the jndiv?dual!y rscsiv^d ''selE'' matcli, analy?:ing mearsS 
1^-'.:g0heMes^ ^ahd -oornrnunjaSisS'^Bf^ 'access gi%5tf9d* 

rn:eah& 1:4 may simisariy 'cdmprfe^: a. conVentfena?: 



e 

which f^sjde and of3©jate/a3<acyia ypq^^ ar3d/?;?r ^IMm 
pro^f^jm opntroi 

.m^m. cx>tr^iMr-:$0 ytifix^s ^. :fkeri?;OfnmvJni<?ai 

sate^i■5te^eha^^rt^::i■ } end' Gommurticatqs:. by use a^ H^ or 
'f Q ^msb/z\i^^:m'^^ 1:2. Am jy s^ing :m0mm -iS-^fN^n ^shacks- 

pas§>?^rds aseoesat^d wiib ai^hdrfe^ sntry anchor as- 

■cess;to::c:omp.uter SO,. . 
'^^ Asjehpwn -jH' :Rjgma' 6v In'the -p^rafaff ed •emti5dd;?man! ' 

:;p^sewdf0 ijsi:.s6d'hw%;.a d?\enth^a^^i0rr^^-' 
spondihg to authorized password^S: vnoceesary to ga^n . 
aeeess td compotar SD. y oraove ?\ liiftheer shov^ n in 

fhi& t!¥iast^r p^ssv^pfd Its! 2;Q0, h^^ a df^ji^^u^ fji^t ^try 
204 a?jsdisisl£jd^^^^ it and whieh id€3thtjfi€^& the narn^ df 

the authc>hz^?d ijsar who has ba^ii aestgned that edrr^J- 
.apDrsdincf passw0rti:.i^fKiB^: least. an:0 mlsphdn:^. eymfoar 

II :tna'-reci^l¥ed pa^awdrd matdhi^s a:n^-:ents-y M mfe-: 
mastar paesword t^st^ analy:?ing mean^ 1 2 gsnerata^i a 
ddmmand, by mdana 0f odnh^ bus 17 bt m^mmB 
sEtias^^^a <>r lurK^tioh e^JI id random m6e sjanamting 

meaihS- i;'4-t6:^9e^h0rMa^a-x:^ub$^ rnhdom ahd/dr 

p^eydo-ranc^dm numbar or coda, ot pfograrnjTiab^e: 
iertgth, and to tmh^mu the niifribi&r ar?d/dr code, by 
n^»ea.d& of a ^©ciof^d ddjT^?tsuhiiGatto is djiannes B4 . td tha 
individyslSSassdajatodw^^^^ rm^midpBsm^oM2(!^ 
in th^ master pas:swotd Th^t is. as -shcyld beapparr 
ant to dn:e -of ord^nafy skili sn ihd-iiift.^-oode .generation-, 
msans M includes bath a r^ddcm numbsr genefBjdJ' 
4<> ahd^ ddnviehsbh^iarid 
: n ieatidne'ln:ier?ae«;:(e.g:. - 
^^ler^8Ge). aisdwsngt- tha:9an:ef^ 

to be; §ane raij^d dd«i^ud*iCM^ a ^ti^^^t? ?0iy d| 

mediurTiS: 

■-^ri^ Furtnap; 5^ should be apparent that indfvkte I BB rtiay 
or n^ay not be the saa-^e person as individual 18 . it in- 
.divlduaMB wm the:indivsduaj identjfed in Mo^.^^ 
: paseword' Uii {a;g:. • ""was adthdf l^ed^) ■ that- ihdj^^^idijai 'W- 
f'ec:ai\^es ih'a pe0yd:O;--ifartddm riymher ^arid; .trair^mitaihe.- 

■ ^ ndrs; tber!; tp- Ind ariaiyaiji:^? m^sne ' 1.2, ^dy 'rn^ana ■G^'com-' - 
murtication^i Ohannal BS: Qhce 'm^ p^oude-tandom 
nu^Ttber ts\rBeaiy:6d by thc^ ■ansily^in:^ nrses^n^ froai:- 
^■ch^hdrB£,:-it ■<^drhdafed: wtth tha^;^ gart-eralad^ 
•by g^f ?0f aOdFt/Tt^ \ f th^ iw«?'s^>d^:3 ;ep^|ani^- 

• 1?aHy-thd- sHrTse; ■■^t^r^ ^o-pompy-^s^r 'SO-'an^ :to- a^aeriatrf 
■:pah oreomputer: 80 sush as. without iimstHlipn, the t^s?^d>- 
:-war^.,. sott:y^af a, aRc^or-f jfmwaf a;ppttto:nf ^(^^^ cpfaputargO: 
je grantad tcj ii^dMdMal IB J^^ ^i^ot^ar am- 
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oomputer SO tJiat; the 

mm. may b& giiif ^mnt for^ us^^r^ ana tlia^ ^BCh 

amhmM^d u^ssr ma^ h^v^ a diffep^t pon^di;^ tha^ 

art tnai ^^pjjaant-^ i^omgo^ng; corTiputer S:S5umy tae^h- 
fVlqu^ a r^j^t 5¥^(y l» but efiBDtiV^ife t©c^nlq^0 fei 
pj^stl^ ^n^uring that ojify ;^ut^oirii2^ u^&^s in "ek>- 

tooqiirrwnt miife^s ■ two dis^ inet ■ commonimiBns ch^n- 
nals and a: :m^i0om nurnbar gerier sior "tn arder lo ensure 
that ah authMzad u^?^rcjf a jbc^iSute^^ sysism hctffjecf 

i-t employs -^ubstant j^!^^ '-ot; the: shslf-and rsadiiy avai?^ 
■ ab^^ij compbn^5r5t:s;.. Furlher, the use ds a ""searet** pass- 
"'wor<},-a ■se€mt-' sybstantiafj^y random humbefV nnd a' 

curh'^'bcjfere acc^sss to tha computer systeni,fe,.acfi;^avM 

"tjsr-^v^^l^ni^ 400 ' mside^: in accoir ciano^^ v^Sh: the te^joSjr^igs.:^ ^^^^ 
of the pr^jerrad >3a^bodjrT]^"?nt of ihe inveniion anci repfe- 

j3ti^l#iF^d eMbd^df^^ this j^vj^rstibn shpwr?, 

1 yio'v^ioh a 5js;0:r:Qf .other in<ijv^ii<^ ua^404^ f cprres|?or^dfo^.: 

^hown in Figjjf^i 6. M ^how. jndividuaj 404, m this in> 
p^emsfntatic3n oxamp ie. uWl Izes a commerc la\ly av^? i laXiki -^i? 
and conventtcnaE computer 406 and a con^meirciaiiy 

.BSfB^ablB .w^mt^lc^^^ siltgf0q< in a: Hnowri:-: 

t^^imt^^iM, Mfi^^r^im^iB mri^rm^i*^sl^^ 



Itifeatjbrr • code' h^s1..c6rripyie^-4dt chfe^iSkB.the raoe^v^d 
^dentifjeation cod^s and cross f^fs^mnces 'ths rao^fys^d 
pass-word.: i::'Oda agsi^nst apc^gsr.phcsna n;itfnb-ar iiiist .res- 

msidens vv sthsrs corripuisr 402. to g5>ni^?iS:{3> a pseudo-ran- 
dom^ number ci3de.-andpas-sa^s^ti^ refe0iv^^<i;.eodeQte^ 

^fjnd sdhrirrt^fcjaliy avaiiiabia pager 420 toy meart^ ofoon- 
veni'onaj and commerciaSEy avauabl^ communlcatian 
channei 422 {e g. voioe \mQ) iSfxi t?BnOT%^ss tm code to 

^muB^fB-^pB^., A^:^ t:h& t^ikpj)5&nst,;;thie::host comput<s:r; 
402- ^:\Aifa:^;s|;'1ne :fapjy jrdm |h0 ■us^r^altampt mg: to gain 
acoass to the ooits p^jitsr 

The :uB:er-4M- Ke.-ssr iShe h^g;: 

vvhich, vet JrinolhGr trrr^bodin-seni oi the fOvantJOFt may 
aJ:sjo b^vtraosmiited ir^^m com:puter-4^2>:and sands t 
pas&v^Dfd Of pseudo-Randorrr^oode back lo: tiampuit^er 
402.:^A^^j^^r^^^^^^■.oom the BOttwar^? s:y;bfa#in 

^r^odt^.?€^:dsf>o^Bd.as .*'ctad-e; compam- ■ 4t 6- lfr;f '^gures' S.. If 
:th:e cornpafison ,y]©ldS5 a:;mato^ the user 40^4 -Is:. alfewad 
a0c:ess tO: eomauter 402. and/or1p -apportion: .01 oomp:uter 

ooFda:r!-oav-with:::t:h.a teaoh^nns of :^tt>a prs3fe:ri-a.d: arntsodt- 
m^r^t Ih:^ :i;r!:\^entnpn: I^Ns ssoofid :emdod-jm;0nt-2O iis- 

ar g:r-^'^tjFn-hg:;:frtsaj^s'*^-4^ -wht«3;h' may ?iOfnpme;'pns;>:^ 
mot'p ■s^y^rt^:■s^bFd;ai^n^^ ::ara:: adap{taid^t 
ata and/C5f ajc^&outB - wt^:hin and^'or upon : oompu BO'''<y^-: 
jTiay- pprnpfp:^^' a:; fTsio:r0pfop^ssdr :vyh;50 oparat^^-: 

meim^^ 40- ^e;Dmp.rfee^:.a. c^nvanti^na? *wst?indo^;t53t5-^T*'' 
a&::wsi1 be- apparent- to- tbo^a^^dt' ordinary ^iMi m'Wm-:mt. 

tmm wJibh O0M?5 1 2 and eeda 

gapafatidi^;-maa'r:ia^ 14 b)f-^m -^'md-m .^nothar :©rnfed-.- 
sm^snt whioh m in ^ollwara oofrjmantca^^ion wifh meana 
i:Sahd'14,::thorrct*mp;a lh^$;iim0s:;tQ-deiartii:j^ 

: ?ha aaoons^ pa!s^wdrd:\ftf»-. :m£'0!iv's;d vifith^-^a:;: pfad^^:' 
terrphad pariod.:O;r:pr;0de^ 

■tha frrs^;pass^m??'d:vv?H^ :r^ciaj\/^d:: in tha pretarrad' i^n^r' 
. .bj^j?T>^ni o' th-e invention, th:^: predaiern^ined period of' 
'%m^ : is drpgfs^pnFTi^liS: Th^ .predstafrntnad- p^s^riod ' -sf ■ 

:^3fVtl^a do?tMdni^ msd:s^tim a^ad feiy maaih & i4: :ki: 
TiCM^ iOd}Vi:duaj^:B5 dfih:^: vatua . 
For o:Kampk^. ih^ prsdetarm^nM p6:r50d-ot l^ma-'WdM'' 
:bs;'sh;0fter;W^i0n carismu 

0r d5@9oiar Bim^ tJla bvifii^ef ii^s: Ir^ 

Wti^ Md^ \S0n t^^ teggsr:^ 



B 



9 



10 



when £omrnunsc8ti^n$ 0r)anrm 84 DQmpnses a v^otce^ 
mass s^sf^'n whfeh Ihj^j owi^^^^as aocass 
to: f'^t^Bit^ <.;d<^0. M \t:0 B^oQnd pa&mmr^ ^'^b:^ not tb^. 

mg'rrimm 12: dontie^ ontfy t<:^ the sseur©^ diomasn g 
ciomj^ut^;?: BO)i tr the soc^on<^ pas^^rd was^ ::facaiv^ed 

mmm .^ ^ ct^rnp^ms lit to the^oeie \f^b3i wa& i^r^tbiigly 

is^^^tjcal to the pravfousjy 0eneraj«&d -soda, anal^ 
>ti;^an^xi:2 .denies, indj^idijaii : 18. @nt.t^'.!ji5>t:h;&-'Secu:red.dO:- 

.grants: i'B ^ entry ; Irife -iH^e.- S0cti;f ea''^-dom^in-: As^ 

wiflbfij fsa^diiy ^ppam kJ thos^e oi ofdinary sHIn inihe 

to <i6^^Ulfiir ssy^t^m 06 Mora sHduB also aj:>^ 
pafmttiO'Oine^csf 'ofiltna^ in lna art that :ti^fe '-pfeda- 
t^^hiih^^d' -ttme* fee short or as .^mali as sev^f ai' 
mi?l!::-setednGs or mferD-soconcis^; This m pari icu^^fly true 

Is received foy a ccimpuiafL?ed cimic^ \?^\\c^i H^d^r^pUx^ 

system madG in mcmi&^e wsth Ih?? pnnoipie^ of ths 

tranomJttocI io a distant Site. Sy^ierri: 7^, m ^Mrthisr 
shown. tn^3iu%s ^datasiream djvid^nf^m^ 
jin orii^ ^rni^odimoot esorrpriises a oommerqiajly avaiss^ibla 
Qr^^ jirjput ani^^ two ^h^nnai puipatl iirje^ d or ^sMss- 

common S0at;bns ^sh^n0e^J ^ ^ofTi^; or the rsoa^ 
■efata -"^b. qmo itiB ^imm<^,cp^^ 7Bi 
iin-.-thts.; marine?. ::ait^5mp:ltrig;:tc> iniam^^pi 
and/or :^cc^i^^^ d;iita siroarTr 72 vvou^ naed^ a 
to' bpth^ commuriioat!^ phrnm^^: 7B, ?§' and would 
■ tt€j0d:t^>;:^now-th;5^ thg3t,djXi/^ld^n§.itiaaD^ 
74^ utlte«?s-tO; d:iy:fds^:tho roc^:ivocJ,data/o;r-p:i^^^^ 

mmt <j4 th:^:;'in^v©nt^tm ssfeiirii^ system TO .fqrths^f m- 
cfodw-.a d^<::iOdsn§;.m^a Gdmpri^*^--;a 

s^ori&d'^^gomhmio oont foi and which '0<m^m& 

stream transmlttsd^t^ by nififaji^ 74: iri; th*^ n:?^?^^?; th^ 
•■:iiMa-:^j^m :&ach' :o!:-ih^ :£h;gtb^n^i&- ]si:T.0ciOnsti:iuiad 
dnto single dbanf>0i In mb^^BtilM^y^ the mem^ ^ame 



this tifiird emhodimarii al Applicant's* irwenlldn ^^^owg 
j^nd/of provides lor th^ ^^p^^ning" of a dsiia stream into 
^ pui^ikiiif of ohtsrtw^^ a pirecfeferfninad manner ^nd 

^ tb^- d#a has iravemed the communicMons m 

Hofj^c^;, tha &mPodjm0nt in Figure S sfilfts th^ data 

rials 76 • 7B ban't r©cc?nst^uct b^aps^^ 

one-h^lj the thtdrmatiidn 

i^^et^rHnig ndrt^ to Ftgsuf e 4 lii^ai^ 1^ isJi^by^rii M tduflf^ 
.en^siodfm^^ :& aPd-^r da;ta tmns^ 

^mEMo?1;'Sy^tam''tOb^ is.-rnada in :aoco'rdanoa w1th: 
the is^achingfe of .the prM^fred embod^ms^nt p-c" tha tnvari ^- • 
tioh :As' shown;. ::^y;siSipi 1 00 is adapteid ^fe .recoive- |>iiM'- 
rkwt^ of data bits 1 03 coniajned in a f^rst communications 
dhanrtoi 1 02;: It should M noted ihM -tte data scfnta jhad 
^wlth^n t:h3s ;cbanna: l'(52i'SiniafspaTs-sd:Wjth;.a 

■ ■"nssn-data;" :0;rtEi:5sr data Psts^-ar ^maiafia^* Tp4: ^eoorc^n^:: 

■ ;!ithm aviary thifd.Pit;Spac0is; j^^^^ ■ 
;prppassor system 106 whteh; is- oc^pratinQ ■ und<s:r stofod 

: p-ro^ra-m; e<^nt rol, Tpa: tiSler data 1 04 t>ins^:?y dava,.and, 
■pannpt^fc;e;ds^cj|jhe:re?d^s 

Tha rater^i, <5 vep i one werp to tntprc^pt iho irarisjmafad 
.data> :on.s^:eoM:}d::notd«piphG^r:Qr:d^ thO:data. ■System- ' 
1 00 turihpr jnq1p5Cit5& d 10 lor Ihe data tacapiian 

and d^5c:odo:£vi 202 ip/ •ibe; aigofilh^r ras^aptipn^vvtifch, m- 
^ O?^a ^«^^bodiifnpn|, sprnipn^as a mj^sfopj^iassor as^ 

^'^tf ip thp; "W^f t3fe and :ip ^ fe^ the dirjpnali^y tmns^ 
rtiitteddatat^j'bo^ 

. dfi: safely iransmSted vand,. repew^^ m i:m .0iji\hcfm^ ■ 
menn^t In yai . andihef^^'i^inhibc^ ifW^rdEDn-:. 

Mr^persed: WEth^n lbs "^Tagaiia : da1a pati^^m m^y b?? -po- 
nqdscaiiy obangepdn s? known and pmdpiermmed man- 
-nm., in; tnis; embodiment:: ma::l?j^pf:dM^ J^-tnteFs^^rsec^" 
wnhm im ''r^guiar' data asc«>rd:jrtp to a varyiipg fiH^r a?'^ 
gdr^thm avary lhfasi:PitS:fDrtnt^f^^^^ 
pvpry tour b^tp tpdr^affs^t). arnbod^men^t dacoder 
1.10 .^:dajai0d.M.'*':sitnp* dir- those liflfer. byvhaving 

'prarh'j^JSidant^wHh^p and^ cdntrdl^fhl^l^Hd-decdd^er) d^'thd . 
vMyi;ng afj^oPtbm^ whsph arp atitj^sd by system IQO- 
Hpra. the. drrib{jd:^p';arTi shown in Figure 4'. unlll^s- lhat 
.-snov^^n. and dasofsbed with faspect:to -Fi^pra-3> ail'lb©'- 
dam % traPsm^U^d isn a sthgJe dhaPf^aibiJt is i'^muddl^d ' 
m yat :mdt^haf"' erPD^dd^ of the: 'jn^tjotfon; : as 
ispown to 'Rgui^ 4, a:Yaiys^^^ 

dacodar TtO andr^or daoodar 202 by micjx>pf^<joass0r 
system tO§by uae<5f a seaohd dHaPh^ in thism^n- 
M riar a ses^obd crvknhai is n«^^dad to tpl I or obfri^unSs^t © 
tha mann er in vvh^cb the titsar idats 'i-s iintorsp^rsad within 
the> recjutar data:.so tbai Iho d^sjoc^dar' 11 0 rnay ''"stdp off 
tha IH^fer data- Id tjiiis manner: ih^ Ofer p^tiiems may be 
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iiohB may be n-^ade without departir-.g trom the spj^t; ^^nd 
^doip^s^-'sf the- jnyentic^h^ 



"1 A . ^acuriy sj^sit^m ■ toe ■ : use . m ■^Qpmfcln^tior?^- vyiti;) ••a 

An anaEy:^-in;g me^n^; for reoeMng .fjrsit-.pja^ 

tir^t:Cp5^e. ■ for F^o#yif?f a-^sc^nd'QOd^^^ :-^nd:to? 
ffrsr and ; §^a.^cl $.&Qm<i: cck^sj : ssm subsi:am^al^y 

$?sttd Ispat 1o sait0 anajy:^^n^ meaihis 
£ ; A method to res ij.iC:UiCce3S« to a oeriain group qt \n- 
^ispjs Of: 

a^^^jgn^rsg ^ t^ie^hof^^^ number to ^aqh of is^^cJ 
arilquei pas^y^or^fe: 

compaHng saM data ^tr^am to ^&cb 0^ 
unique passi^rda Id^htilyirtg om oi -m^- 
iimmB pmB)mt0^ with aaid tMfe 
gsnerafiing am3 tf^ri^m jj^stc>dda to said 

: telephone numfear aascisf^led^- wiin salo-'on'^- 

; identifsed; password;;- 
ree^ivfeg a ssGoa 

a?^d ' 

ailowtna ^0i:;a&s to sa?d compuiar onsy is sasd 
■lsFs^i<j5snd-<$^.ic^. M^^'i^ :aQdaa.:a:re ::S:!J-bShtan^ia%:. 



4^ 



iOttaFi$|>a)ra?ns gi ^Ja^piy cj* M^t data; btts into 
Imnsmitt^ng sSitd da:Ja and^^^ 
tmpim^ mki cMa an^s^ safci fHlar 
dmc^arding said intB^spssif sad fjilisEi dat a. 
A ^©cu r^ly svatem adapted to gr&r^t ao ayiH^f^zed 

ond pa^&svvorx:is s Ba^sh df said passwords b^irvg 
tfariBmitted;*:?^:?^? a 

anal^^iing ssi;d firat: pa^;s:Word. ;ii^Mm^tting' 
first' :$l#iia) :e>i:Up ul only if sasd f i;f st: pas'^^rd^ fe' 
auth^fi^^aa. and granting a<^c0ss to said ae 
aumd :d<)m^tin: only:J! :s^O0nd- password^ is^ 

a.-r^?f>dbm^ m^M ■gan^^rafr?^:; m^aas. gSH^^^rat- 

i\mmgmlm^m^ and^tfj^f^smiUing sa^d oode ■to 
^Eid ahap:ta9 m 

■ Th^inyj^Htion^a?jffiC5rdma la i ■ wharerrf mM ah-- 

tor tB<k>iciim^:iYiBii^ m ra■^• 

oHiy Jt aaid sajs<5nd p^sawdrd irifed^i'i/^d With 
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(88) Dais of jju^licaljof^ AS: 

2rm.imB Bumjm imam 
CS2) D#t^ of tiling: aa.io^iw 
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|S4) i?0^^9fjatad C^^mrgticltf^g state©: 


(71 ) Apjp^icant; J. 


■m a g c^H tMtm m n mmm art ie rr o 10 














(30) Pftomy: USTSMST 


(74) R«pr0s^j2in?a?!v^5 jyj;3tsGhnlQ, Franz. OipL-ls-i^^ 











04^ C^omptrt^errij^aclsn^ 

syst^rns^ aris dMcrib^d and wnfeh am adai^t^cl to grant 
an author Ez«d jrtCS:?vsc5ij-ai. ap<;:^s^;:-"tO' -a -mmt^Q dim^iri, 

f^c&r^g first ^nd s^ps?nf<3 pa^sivvordsy ^^aph of said 

passwords b« jngi tranamittasi Dver a §r s i comm unicaOon 
cha?;)n^L analysing ^aid lirat pa^svvprtl, tf«immH£^^ 



<i:!id: ^ not'ific^atlon res^ivsng^said code and for 
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e^i^ card (i 4) h^^ytog ah snt^rfg^cse whMi amtm mrimcm^ 

appajMu^ via th 
Work, A pay mem mduiBst wbksh si; pa^msm 



mtys Wheh p^rnent date/time a^tiv^s, a 
pavfnent its ^ tost 6ir ^toi^^i ^ardE bai^ pPBi/^nfed. 
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[000 1] The srfvent?on f elates to ar% Bie^arm mory^ 
proc^ssjrsg method for perlqrmirtg a c^ar^s w 

nsarappamus^: 0^ the^ user, & |5ahk se^v^V ^ 

s^^lfejlncf sum a nisitbpd f fo© s^tor^d on a r^^ 

cordiE^g medium); snti an s^^fitmrii^^ system . 

fpfrrimg ^hoppmg 6f t iIKe t)y u&lrsg ellecimnic m is^iney 

PCH)3] \ti suoi^ an ^secironlc mon^y ^:ard, an i€ chip 

into ■lha aard: nas^an.^MRU^.a^ 
fri0 0fJmmns^i the memory, jis^yj^hS 

of oJ^mnic mc5 n^y can sti^s f rofr^ ^ Mhk Mies^kim 

payment for shopping or'^m^iom mad& &y defe?- 

itingj a -b-aiance :of :i©iaotrQ^r^ia- m^>n^y: sto^m in ^ t;h0>card. 
100043 Hoviifavs^i; lah «ifl^ gy^t^m using 

tfamo fnahm c^rdfi^ W^b^ 

tionar cas^' wiindra^aL- incbnvsnjsnc stNl remain^ 
comfigtmd with so^ 

■ Intarn^t whi€:h' carl b-^'iLj&ed^ Ground th?g -c[c^ck. tb solve; 

s mm . a ^rawbstck, ihen« has been oonsidered an else- 

tmnte money ^st^m inoG^ 

nicss^tfdn function, Bbrexamfiie: bui^dhit^ j& 

&ona\ Hari':^yphon^ System) tunction snto th€? ek:c^tfDf:?ic 

moaey card, payment csfe^eeiroftjc^m the tsan k 

account and paymentto an eig^ctmnjc 

Ing maahlne c?an^fc^^ in an Dhli^ti^ rrj^^^^^^^ 

system sn'use m Japan! 

|O0O5| Hovfif^VB?; an alsatm money aerd havsng a 
vtfimJe&rj comrrcjjrncation function ^v^^ a large problem m 
s^ciirit^ - ^S^^^'St due to: ;Or loss- 

•idt'-t^® ih?(t an orcitery ce}^ute: 

phone. Tfere i£ a groav rfek ths3l: ^^eptrpni^^ ts 
• vyj£!r)di"a\!i^?): ^ro^t^ tfT^:bao:»<:.a before the 

umrb^omw^^ of ^ire^^^ lass c^Ms om4nn<^ 

jpan^K; whish iis^sy-ad the oard. ;•M:hG^U9h .^^iiectjxjnfe.. 
money c^^ard oan be provided whh security fiisj^cfens* 
:au0h:ias. a usar-^sodormad: aut:hent:scatjn:g;:fy;r)cii;j$n, 

f U;nctlon :D:r^.;tti^;'^ss umptlcni^ 

this securly is nor always pgdiScci a^ 

Si:.prm\nB^ aet, Tliiamfom tfiaf#Js-3tp..0^^ oonoam. 

m itefnis- : of the . s#C!;i.t%i-: 

■0^. .processing: rnd;hod' U :0rovfd©-d.;whfeh .assums 
seo.iidiVv£$^ain:sti^aymi2nt'^ t^ bank account In an on- 
I Ino- manrt€?r,. by- a miati^^ a:n:: 



g , mobEte phone) furiotlon: A prpigmm for raa^i:2ing 

'grBm am aJsd provfdod. 

poi)?] tesording to 11^^ ^ovomiDn , there ia pmvtded 
^ ^Sft ^^0C?ri?nld rno ney processing matted lora bank ^ers^r- 

Vtfork^uol^ as ma i nternet), m^ com^cm^yM ^^ m^ 
odmmunioaticn netwcrk to an s^estmnje money card 

a|jpir^us bonimji jiicfetlors fuRisdon. 

The method ^drdpdaes: 

:paym©aiya:Co^&ptin^;^ smp -v^Hemin a - payment ap-- ■ 
,pUdatjon 'fp^E^ent 'na^d^si). In' whkm a'- f5ayn^^;dt 
:n^orie;y'iamodniaBd 'a/'^ 

:te00n' ^s^t-by 0ftang[ng:::a tin>e iag; f mm 'a payment 
applj&j^licm dato/tim€^ tn aoccrdanco with the pay- 
ment mon ay amount Ha^c fceb dasignate ro- 
. &m/ed from ^ n e:tss'ETntnaf 'apfi^ and 
•^a'piaj^ni-ent: ■■axacytin;^"- step ' Wha^etn ■ w;h^n i^^v:pgEy- 
mant dai^^rn e ia reacHad. a rs^l^j^^ commii niea- 
lion is made fronn: tfelsank ser^^ aloctr^nic: 
money cardc eBtabrlishr^^ont U a conneottpa ja opn- 
tlm-iad, and payn-i€*nt of she olootrcnic money (Lts. 

fjObpSI Acoardlng ta anoti?^r a^podi fev^ni jorj , 

fe:;f^(dv}d^d an a^e^sironfo n^ane^ proe^^sfeg mist^- 
^i^? 6^ for a bank ^^ryer^ domp r Mrsg : 

a payment aocepi^ng at^p; wnerein a paymon • ap- 
plication m wliicN a payment monay ann^ Ha© 
pmp d^s^^9nmad> # p^aived f ripm iji^ t^JMiri^ ap- 

a paymsont axacutmg atop wharein a paymeni d^ts/ 
tsm^: i^' .^et chan^iing^ :a tima Jag Ironrv e payment 
s^ppliP5^>son ^Me^^^ 

tlori ila^ baen race^vad m ae?£tordar?oa wSh the ac- 
^jeisiad paymarii monsjy an^ount , an t na payment 
data/tsnrja amveis, a wjralasis c^ ?s 
ni;ads^ $o tf>$j aisjGtj'i>nja mon^ oard, ^atabitahment 
0r a e0f>n0c^ign is G^nltiFmedi arid paynlerii tlrt^ 
^faetromo:; ;:mGnoy^ ta- ai<acui;ad. #ia:':;paa0, tfW- 
:;abova':proco^^?ng':mathdd m^y f Uifthar:C?>rri!p;rfe^ ■ 
$t«p of notifying t ha t0TO sat 
payment da^e/time 

fXjb^i^]. ;As mentidn^ed ' adcdrdinij. -id ?:ha::jn"^an - 

tidn , prpyiidln^thatima ia^gi bet«^e4S:n the-paym^ont 
p^^calion andihe paymem :axaoutian:3 
olvtHa:aiactronic:^^ 

6^0% to stop thta da exefCii tsfop dr raiqaiD^tm^ ^ mtr 
■ vvorfc :tdv:pravant'- 0StabM:hm wjr^^aaa ■:C;omm:ij - 

■ rmmm (t.e. ^^atDjp" ' ■cmrmM^^, prior to . the eai pay^^ . 
mentdata/t^rn^j. tht^ axaouisan j^rillegarwIthd^Fawal oan.' 
ifee^'- df^y<satad,: Fo:r;.0?«c^mpJa,::.-th;^ Jargor the'-'p^yrnent 
m0h;ay aniauM th^ lar^^r trtfe t^nia sag t?efwaen t^:e 
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pa^^^rnom :ap»^featbn ;d8t8/ttme and the; p:ayrr^0rn; d^*M^ 
l:ime ia,. Tlier^jor©,: the Jarger the sum :b^m:g tran^sl^rr^ct- 
i;h-0j0nger a:;t|me tmrg^n until any illiegiai; withdrnwaJ-Gan;: 
be :^0#rn^^|. ;durin^xa^^ a;n:int©rya;i;:.. a^cdy ntermeas- 
'Ur^ "TDf stQp^t:R9-^X0CUtbn :;of t:h-&: paym$?nt can ■osr- 
^srnet: vsfiih ms^sdi to t^i? aoJa^i^ the pay 

veni ths conns<:t}or^. Then; impossible to earnest! 
such ^ mqii^jst ^5;v&r thia or jn any otner way, so 

[00103 the ^aym^^nt apptyincj step, m^^i-Omg^ pay- 
psmci : as a. p^ymem. ciais/Ufme: ^a^rtd m^, us&r^o^h be. m 

tween the payment a|>plsi?atlon d^^Jfj/iiim^ anc^ the pay > 
rri^fi t execution <3ats/tjm bi^en ar)<^ad m wcts^otcl- 
ance wSth-thi^ .amount Inpun^'d'.by 

user cart be 'a\BO:[ai}X6mat}<^^ \n th^vpByFrient :ap^ , 

wpm^mkm i<i0tMm}^ obiUrmd It am the eli^bftrD,hi:brnon-: 
^y a^j-^^ m# tel3^ri;st1i^ttts3fd f 

Themf qm, itm usissr can isasfify access bank mtvm 
far purp0S0 of app^y^f^^ tor the p^iym^ht wthaut 
hi^<iing jilptfi iltiie a ftumt!M*r airtti the tef^ 

ri-^me ; ^rt acidr^s^ ^ pBmorM IdsntsTtd^ton number 
wh^sPh were Inputted fey tJie us^^r i5d<imcir^ tc5 lh$> ac- 
cmm- numbaF and th^e te^^hdttis rsumber obt^inad rroni 

ongm<ator^Dfe^ai-ned>by^l^ the ba.n;k 

tablisHtn^ a Gonj^ectJdn 0^l«:pho talk cohnectsor))- in 
t pi^yrn<^nt e^ecutf st^p , ^ 

tabiss^'^ed whS'ri^ the wimiess- com^rnun^calj&n mad^ 
•from the- bank ;B^rv;sr ib:th@' ^^l^jctmn^o- ?TiD'h&y card. 
;0X0CUtMn of iNfe: |i?s[ynhi©rit fe: stopped anc^ the fmynmt 

fe:;a.-ca&s- whBm b mqm^ic> Mop ths- c^f^naaiorF -^h^as 
fo^een'mada'tQ ■the .wi;re;i0sa nBtwp^kiM<>^ri§^ :<5 r th#i 

^a^p#nit^ht':Stpp:da?^ 

to ^. p%rnem Tern^^ thereby ^-^^^ ^x^^jutie^n; 
the p-aym^m". and" cancel^ piaym^rti: app^iiG-at^oo. 

:$'ucti :k:^}tuatjdn ^correspcnds-tp £)ank 
% -.feda^^^ci tSi^ ^io^'t h:e^ •pa?i^^'^OFtV loltawjng . :Qf theft 
ot ihe 6ard 



ecsufed by th0 b^nik mxvm The prpgram alfews a oom- 

mihiar a^pamtus th© ts^^r via a ^ommiiftlcatidri n^i- 
work m \M ^f)^^ 

mnm^mkximori network to ah els^irPnfe moaey omd 
haying ar> i m^rfaee that Pah be cot^n^Glad to ihe t armi- 
^apiparaUj^ ahd a vs^ifisilsss bom 

^ paytrs^nt aMapU^ wJie^mH a paymeni ap- 

m^in^jjF atmoiurit and a pay Whsch Nas 

Jj^^n toy i!^aj>9?ngt: a tim^ iag f rdm a pays^^nt 
ap^iic:^t(^n date^iirtTig ei&bf^ahP^ wttii tfe ^gE^~ 

mem m«>n>sy amouni Havs been deeignalBd, re- 
ee:ivaid. f rDm^ th-e- i^rnnmal appamt:US:: and' 
a paym&f^t eksctrtJn^ sii^ trs^ jS^ay- 

msfm date/tiffie is ri^hod, a wfreiess cbmmLihjea- 

^money card, establish m^^nt 'of a connscffeni is cor^r- 
ifsTmad,: and -paymsnt tha 0lactrc)?^tC:money ■ js:.a3(^ ■ 
;0omiad: thus ,:th;e: s^^^'C? r e0;is^h:fehsd■, 

[001 2j AscDfding to another aai^i^ci M in^ i nvemion 
^ there is p hdv idad a pr ogfam Which j$ exepufced by a bank 
server, the; -progfBrh afeWir^g " B/^ppir^putertPfrr^^ tti^ : 

a paym^i Bt fic^^ wherein a paym^at ap^ 

pljcai^pr^ ih: whfch:^ payment mpney amcjunt has 
hBm /dfesjpqamd" if tmp}yp^ :ln?m th^: tamii;nal; apr • 
pamtufe;aM 

■spaymani ^x^^cutin^ siap wheram a ppym^f^l data/ 
tir^^a t by c<har^glri$j £J tim^ lag f mm a paym^ nt 
^ %p^featbhda?^^^ 

lion has rae©|v^d Ip ^ccordap^ 
0©pbd pa:yfT^ent m 

data/hme arnves^ commuaicatiprris ma^ to the . 
.0^^c:irpnic: mooaycard, aai^^^ 
tiop is cenfirmad and payrrtam: of tte #qctmni^ 

pool 3} Ths invention Mm pm^ides a pomputer-M^d^ 
apis recprcJrng p'iadiMn^ m 
■^^ ' -©piited :by a^^ank'sarvtsr^hasi^ljpan :at6rad. Thef:;!^ordin0: 

f prrr^ing ; axbank:;:Siary3&r :whfch:.: j^i ponne^jted tp iaiarrnina?- . 
apparatus :Ofl;h0 u-ser-vlaappn^tnriun:;sat^ 
a$ ;tha Inte^fnat: :arj:d::pdnnad^ yja a^ wiralssas^Ci^frjmun:?:- 
■^d Qatpn- n^twprk: •■p>^•.s^^^ si^^^rt^hfo :mopay:;;paha- hai? in^ /an 

. tas:an^: a ■ wlr0!a^s.:sQrnnluhjpMl on- ^ ; ■ to ■ ia>^ecute'; 

a gaymapt ap0©p!:ing-,slep: wheraiirE a . paymant ap^ 
^ pi^miim^M which a payms^t mdn^^ a 

a tiim^ lag lirom a payment ap^ 
aceprdappa with 
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a paym^m. $j xe<iuti n:g ^tep: w^ierem v>fhen the pay^- 

f j^m tte bank server m the b factmnfc morisy c^rd, $ 
©^^dyshment of a oannasrtion confirmed, ^n<^ 
payment of th^ di0etmhtc }^ mmim^ 

ihme m^rmMi$i$ &^ r a&Df d ing mediijm if^ WN^sii a pro- m 
gram whiisb is mm^^i^ W a b^ank ^e^rvsf^ na^ bseh 
storsfd: the pmgram aHow^r^g a eomNt^r tarm^^ 
U^m $0r^©r to ex^ei^i^: 

a peiymoni accept st^p wharfs n a p^ym^fit ap- ^ii? 
a [iayment ex^cij^mg st^sp vi/Ji^r&ifi a tim© lag Imrn 

mentdaM/tirr^^ sesrnes: GomfnunicaUc^n 1$ made 
moaey Is sxsdufed: 

efecironfe money Havfng an ihtsrfac^: and a wlm- 
less communication functioi^ ?s coni^&cxm^M Bx^^ 
tertB€^ {<Si,g. aphysicarslDt) and vvnM iis-c#noepto^3,.^^. 
g. VISE the ihtsmm to a fes^ar^k amvai- ii c^iio^s^d w 

The - eiacnroniD^ mdney pmbiitssfei t^^tsrsocT'for^ ti:i:^-^t^FmJ- • 
■ BTi:m^i)p^tki0i} -wh^'j^Jrviprnd^tier* 

h noUftcKi of a payment app^icau'cri m which a pay- 
rn^jnt rnonsy amount am a pstymani data/time 
■'Wt^fs^'^' has.:^^:en^sat;tjy 0hangi:ng:;a:%^^ ^ 
:payfTi'ent^ ^ppifeatlc-r) dg^t^/t^ms^:;ln aeoo;ndaoc^ mm 

mriql, estBb^^ E@ confirms 

#1 A^:oo?'OJng aR0ih@r 5>f the mven^dris 

:th0fa^ pmvid^^ .an :eJe^^iroRfc:mc^n;ey prop 



rNn^sd y^ef iaUtJi^htkJa^^ 

acsibunt number and a ieieph 
fmm tHe elect ronfc mdaey^^c^^^ 
:tiht0:itermii!iai ^ip|>aratus- to- thfe-ffe^ai^R ■ars^'-'ao- 
: tf^e-nticat^oh:- ia obta^^nsdv an'd- 
a p0ym0:Rt ■applying &^ep^ iwh^r^jr^^- t^:e 'bank:-sa-ryer: 
ndttissjd 6f a p^yrrjs^at appdcattdn In which a pay>- 

wh^r^if! at a payment dais^jms has bash 

data/iJme sfwh^ch the p tmm^B^ 

In adbdrdajfea wfe tha pay^ment 

ed by the b^nk server, a communication chann^J 

adbnrsddtion bdc>n??ffT^0d 

tnm^Y ia ©Kacuted Details in this case are lUndam^o- 

of m ^laet-jt^rtjc -mo - 
p6l TJ Tha ^fwantisrr pmvtdJjs^^ a program fer a termi- 
n'5jrapparalu.^.:'T"b&-'prD^:r"am aUovv^S:a;computaf.formi;ng- 
a t etojnai app aratij^via w ei'f^ctfwfemoa^y'c^rd; 
hax^ing an Jmssftaea and a c0mrT^Mn5s?3tiofi.::fu^ 
c^nnact^d 10 a card Iriiaff ape and wh?eh is tjon nfed:ed 
g Via the intarnet to a bank server mat ia confi^cle^ m 

\& execute; 

TOft^ uaer auihantjcaiion infdrmation including an 
:apC'puat:-o^nr!tear.'and a^t 

1r pm tlia ^laetmnte rnprt^ ca?:d Is tfansmitsad f rpm 

tjientfeajjs>ni lis obtisfe^; and 
a f^a^ymant app^yh'^g stap wf^sre^n fnB b ank serve r 
}^ naM^^d- o?:-a ;p^ym0nrapp!}paii;cs^n m^wh^bh- a 'pay-; 
mant mon^y arnount and a payment d^«^ 

whef^$n whan the paiyment da^ &g r^^dhed, 

a pomm unbatjon is made f f<>m ts^^ b&m m^^^r^ tM 
■mon^^y -dard, :es|adi^shment ■of: a: cp^nn^tten^ i^;. 
c;dnfifTned::;and thepa^ 
card, 

|Q01 8} %d0?)ding to and^ a^pddt df IHs iiwentiof^ df 
•a-: program .f dr . a -tarm jngsl • appa? mus::. !|:he;p!rDgrarn: ati ovva ■ 
a ijpmdut^r^f drmtng' thB fe-rminaj apparatus 'te ^x^oistm 

'm:mt^mntk^^n .:dfc^af n mg -stap . wherein ..p-redatBr- 
mi:?iaid- dafer- adthofijksatNsn InfJ^ritiatioin: •irkijjiudiinf an- 
:aciC^iUnt;^?^umfo«)r and a t^^^pton?? nt^moer' o^jta^n&d ■ 
tmrn: an ^lei^romD^m is transmitted from 

a p^yrn«?iit Wtserj^ln th^ bank Server 



4 



mohi m^^^y am aunt t^as be^n d^^ssgnai^jd, 

sst feiy changing: a ffft^© feg f mm ^ psym^aF^t Bpplieaijb^^ ^ 
?^Hte^ifn€^ ^t whidh the paym^ht application Is rBdsived 

as tho&e m m^B ot the pr^i&ossEng m^tihod of eJeo* 
trfittjjc rnors&y sj^terti. 

POISJ Thej further prides a p&mput^ir- 

mma\ apparaiu.s has been stoi^d. Tli:e:'mcDrd!:ri^ medi- 
um stares^lhe-progfam lor aiiowiD^g.a:;Cpf)^p^^^ 

' money card ■ ilavlng: an inta^1aGs^ and - a GO?T?mM n^eatlor^ 
'■f:sjncjtfen is oonnect^sd to & c^afd^]^^B^fac^ and 
cdnnecied to a bank ss.<rverthat is conni^ited'to tNs eiac- 

h:ri^}B^:^ ^X^^^mmt ^pikmim Ji^ v^hiphm; ps^- ■ 
which has: baen mt W ^^^^^^B ^ im& jag f osm a 

^pnt^RTE^, and p^yme^r^ ;0f il^^ ^^^iroin^ie mdney Is ex^ 

^ eputed.: . 

P02d} AisaOf ding to aRotb^r aspect of tne tnv^j niE^B 
th:isr^ >>f^id«?d s fscording medjuni pro- 
gmm Mr a terminal :«i|3paPatus: Ha^.^fe6ten..stored,;;t!r?e pm^ ■ ' 
gmmali<iw^^9 as^^ 

im:m^mim&xmri ofetasnfn;^ step w^)^im^ pmcl^ts^r^ 

^■f - aB ■ cm^: tri^^ri^mit^ecrfmm 

■•th0terni.malappamty^tP ■a^:ban]<;^air^ej r and ,aamen- 
tioatic^n Is abtajned: and 

a . pa^n^^r^t- app^Sf'^:j^9^:'^^^l^ wherejij ' th^.- ban^k server 
mem mpnssy ^rn^iiril: hs^si b^ss^i^ d^^s^piriat^ti, 



wllerefe at a paymant^^d which has bisen 

■S0t^ by df^angtnp 'a -tim^ lag::f rom a paj,^T?^;nt;:app{j;ca^5an. ■ 
date/time at wtiioh th^j payrneni japplballpn receWad 
in^acd^rda^ips; s?^^^ ampuF^taopeiPt^ ■ 

4s? thQ30 in Gas0 ?5f ilna prpe^essihg ma^bod p?^f) ssl^^ 

[0021 3 The sn v^niE^n prpv^ides a promsBsmg meihQd 

M^al aj?p®ir#ii^ pf the y w a,g, by |n§;0rtlon fetcj ^^lot; 
and CDf^necied to a; bank ss^r^er a wif0:iiess Don^mu- 
n:i€^au<):n natworK-. The ^prpoasging.: method' tpr- tbe - also- 
irmi<;^ rnp^ni^y d^^^^ corppir^^^ 

;B::Paym^5fnt: $dp:p0rtl;i^^ -istep^-Wh^ird^^ w1^0n:;.a pay- 
mpni ?ipp;i}t?aifon i?]:^ at i^ast a payrrieni: monsy 
■amqy nt^l)ap±j0;$m :d^?$jgn noyfsed :j«>:t.ha bank 

.isphpft^ r^]L^^^ib0^^■|:qr d«im: b^twofi^: a^^^ 

:p0d;fii ?^ambf r ■•wli.?ch: -b^ayarpfsyfousiy^ ;b^rs- ..stbmd 

am' p-mvld^di-and;- 

a payment feselvin^ MBp/wriMmm at a p^ymsni 
:dstg^ame wb-s^^b :h^a^ B^ai b^^chan^ibg a tkm. 
.lagirpm :^;paym:©nita?5pfeatidn.:dat?^/t^^ m<^mU- 

nictation is reoeivad f mm Oia barsk^ establish 
mant 'Of ::a;d0n^n:fes5^|od cojif jrmdd , :mm m;^mmi of 

p0!S2i Thp ^nypmjab sijr?5^^«d0a pr^grarb fdf ^b di&c;^ 
tmnic^'J^pn^y card. Th 

m thp::0iaiclTpnid- m^ wh^Qb j:S.^cannadt^'d -ta. a 

temiinaj apimmisi^ £>r ihiSi us^f ^rt^f c^bi^^ 

satyar vta a btOTmu^fi^tJdn Miw to ei^- 

*Ti8 bi ^ipplidat idn^ m 

s«n^ar by tha terminai apparatus* , mBmm'&Qwn 
0pbc5ne nujTibe? and acJC€?Lsn! , number which haw 
pravtDualy .:t>eaf^ :6i;o!^d-^af^. p b>ifidd<j-::. an'd 
a paymaRt' i^d^lvlb^ fe^^^isj-^'w^bjsmjn. ' at a- payme?^t 
:data/bma.;Wbi<jh 'bM ba^^n s# by' ehabgiirig: & tima 
■jag f rom^ia' paymeht appsication dato^ijma h- acebrd^ 
ahc-?^ Witt! th^s-paymar^tf^ 
■Riijatl^sn.:^:^' :?Boa?v^d;-i^ 

m^bt dl a bbb b^dfmn fe ciob?lir-rna<:lj knd payirb^bt bf 
tb0 ^Ibcb g^ri^b ttiamfi^ ?bc0^^d. 

■masiabfs :reeb?djn^-^mddi^^ wbiJcb aiprp^r;^?!! 0^:an 

■ sferjsd' tna rbcnrding ma-diufb a^fews. a cbit^pyii^T-baji 
m 1h?^::0tec^ro:FiiD m^Dnsy .oafd' wbidb js, ;cdnp^bted tfe -a 
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fefrninai Bi^paratus of the: u arid 5^anf>ejoted k> a bank: 
ssi rvai Via s c<3mmun icati on network to m^^Qtm^ 

k. payfr^eni supporting st€?p whsr^jjB when a pay- 

amourtt: has b0sri designated :n0il%d to ihf bank : 

d;fite/t^rt>e; ■ivy'hso^^i - has bBBn Py c^h-anging: a ^ t^m^^ 
tag f rdm p^mpnt app^ leptios^^ 

QprnmunipalJon is ■fBO&ivB6 'tfom ni0 bBf^K ^Btvm, 
^j^iatjj jshmant :• of :a ooonactioo ..ODn|rr?T?ea,: . -and 

;.j^avir5'Q an. i:nii^i1'S3C0 :Vyfi^ch cmy 'b^::'QmimciB^ -th;©;^ > :• 

nal app:&Erat5:is; tho - imemei a?^d^ cor^hact^d: to 

0iacironic money card via a wira^ssa cammi^nfcation 

rTieriiv momy ;:aim'PMPt:. and paymar^t; cl^iig^irnfe . whlssh 

appjiQaiiOT^ date^^^^^ in aecordarice wah th^ paymeai: 
moi^ay ampupt ha ds&jgajaifitfi is rtafifisd tP the 

bank server fiW5 th&lsmitjn^i ^p^mta^vi^^ tb^^ payir 

fcaihk setter lip the 

momf Q^BrnM tlm mvmimn, the ^yifeta?ifi eompdse^: 
.j?i/larmt.Fisarapparat4j^ ' of'th^- -uMr:- m ^\d^r6m6 money 
'ctirU Ha^fir^g sin itW0rim& which can Pa cannecis-d to th-e' 
iBrmsi^al apparatus and a wirelass ium-^ 

■hai.^jpp^mlu^/e;g. .¥fa t^^^^ 

whemn a'paymant apps fe^lii an ifi vv:Pte:^i a:paymant o 
ay -.am5i>.vinl; hsia-been-Jdeaignralaclis: j>otjf i^d to the barsK; 

is^sat fc>y'Phan^i;ng ^ t?Pla la0::i:ram-a-p^^ 
daie/Ji^m.a: m aoPar^^aPaa 'Wlth: -ihei isayrria'fjt; money^ 
amount acP^ptacs by 1^10 Psmk ^ervaf, when t ha sat pay- 
m&n^•<^aii2/i^fr5:a:co^st1!es^ cDmrnsinicaisPn- is maaairofet t r?^^ 
^ahk ^^rv^r;tfif l^Sa.S5temfiic *^il<jr>% c^rd; ■a^tai:>^^;s:hmant 

traP3Ci'tTEG,fi:ay is 0:xac:5Jted,. 

[p026| Refer £<aca wjll n^oW m^de. ijy way of asea^h- 

f%} 1 an €>:p':anaior>.' diagrarr; of a bank online 
cash system t^- which- the ln¥0htiP 



F?0; Z Is ars axiemal axpi:ahator^ v^aw an a?^atn!ah>' 
]p mO:n;^y e^:rd-:wh^c?h l^- used^^ jn^^entian; 

,Fi§i:.- #':ip:an axp^anafei^ dfagmm. 0f a rn^s^mo^ry araa 
tp tha^systfijm Bg., t: 

TA- fpr an efectmnfe 

moEiey pm^cass^ng pfdgE-am of^^t^^ 

morfif roosssl^ ih^i^jnija^ which 

Ffgs- ?5A'ahd^B ara f lawcharis l^r. fi^p 

gmmm ths i n^an tion whiairi is j< ecut&d by tna ei&p^ 

.P027J in tn&fM<MnQy^ :prafarred:^mbodrrnaht :0t i 
invenii'on wiirpa £iasu::r 
^ Handyphdna System (PHS) as an exahipie Hawev^r; 
•th^:;i;nvan^l0n' b n0tlihiifed:^td ua?^-wjth pHS.an.d:may f m-^ 

■ch^nyif ng:mes^agss,:-&uah "m ^QSM: pag^ar. net^^^pf -k^ alp, 
FLirtiier, tPa lnva ntion aead nbt-anVpJay .a pnma^y 'vpjpa.- 

..a-cannbination Pf a f;xed-l?n't^^ and Wfrai^:^?; -ri^tvy^of^^s f^^^ • 

aluding shon-raDga wirPiaas oavwe^^ka) rria 

[0028J Pig. 1 It a ays^tam coriatRictjipnai df^gram ot 

^ bai^k online q^sh syats^ 

for an eiacnronio manay sya?<sm the rnventbr^ is ^p-> 
•pH^d- A. banK s^^afV'er 1 0 j s pravid^d:; wiihvan ::pfi]}n:a :aaah: ■ 
.^sysfem 11 .5^ta\^in-e5;.;^ha; iei^ptraala manay .aysig*m:^pf-1;hp, 
invention. A tBrmipaJ apparatus 1£ oj user ;>4 iS; con- 

■ ^naptesE - as: 8,clj0t;^t: tx* :lh a l>an fc . s ajvar y ajR - Irt^eftrif]^. • 

or iha lik^^ apei conipr isas a mala bady 26, a d sap i^jty unit 
2 a suvh a^ a:ao|or disfslayv 
ing a::kayPpari^va.n:^oupa, an:4 

btidy a$ a card slot 2S into which a card ja tnsenad 

■apd.0Qnfi:ap?0d:yla.;a:PC;M^ 

a: FHS afe-aronip money aard 14 ia prd^jr id usa^tne s^n- 
nm aas^T £yp^em;:;i1;. 0f:j;hs: :paak fQ.. cipqtrohb;:- 

:rT3^nay- ■pt"o-9e^s!h;9 i^oftw^ 

pH-S ai^tstronfc. manpy ■pard- 1 4 nas^ a:^ P^irJS-.falmpja Par> 
sp;Pa| Handyphona ; Sypt^fTi) fund:foni: and a PC^MCiA, 
(Peif pa%ii vpmpumf vfitf^^n^p^; ■ I mefnahonar. Aasa- 
Giadoif?) i mt^rt^ps^ : whi^:|T! Ja^i^?t^d and o^hJtfiptfi^d^ 

in^utan;£i:oujb;pt:id£d^ ^pytaMs^: Th«^f:ba.nk-3arv^ 

^■iX^^, m :p0npaot^d ia a PHSt^ieahaae natwat'k : in ^ards^r 
tp <s?s$jeMi^ inputifputpui p racesaaa yja th^5 FH3 tundtbn 
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of the FHS etectomc^^ m 14. Th^ PHS taie- 

1 B^. m mchm^ 20, and; a:;fa$liD^ ^ft#an '2^y ^^omr^^ig 
to th-^ pracas^iing method ?V the ©iectronte money sys- 

:PanK: ;S8rvsr l O, the lermjriai ap^amms ■^u^bjected tO' 
.^witc^hpg by f :downlo:ad : oT .a ^witHdr^wa? ; semen, A tB< 

tJ^e pay m^nt requssl In tJ^?^ pm^ess^ng m&t^ th« 

imn the isfTTiinarapp^ar^tiiS 1 2 to the bsnk sof»r 10 in 
:tNa;::bafrk:^efwr i;£): wJi fch; acc^jpt^ tf^ssopta^meni aijpBea- 

<jaJfed :% the taiephdoe nst^^M<:, paym^nr ^xe 

c:ute<i attef wai^ng^fe autom^^ic resp^snse. 'Fhi^re'^- 
tpf^: a tEni« iags^ the pByn'i^nt 

application, by; tfm i^sm'- M It?^ p^aj^r^h^l^^^KecMson- 

14:. ■Sepur:ty"agMn:st ]0^$^:feir-th^Bff:^5f 'th PHS. el^dra^hfe 
money car^iJ 14 Is by stic?^ a tirne sa^^ 

Fig, 2 «i>^t^mai ^#lar^ai0^^ vt^w of the 

iiekfeil: ^ats, ortJ^^ fi . j^n inf ar^^ dfs;bJay iai^ 

S4: BirdB bmof^:^mmmm: 36 ■^m''p'fD\^^ded' on'ihe cam 
mM1am.. Tt^& Jnf Df?t^atiDn-' djsp -Apparatus 34 uses a 

d^aplayect as shown in the diajjr?im. 
tus 36 tmnsmits Us own PHS phons number a paitn^^ 
appamtus such as oltK::trdrsic rsgfe autc:matlc v^mh 
\ng mB^fiirm. M^n^Mki iJok^gM^:^ or'the^lffce ari:£l::Sict^- 
V^te^; art ascj^ssii by^^u a bdltt^m ?^NS tmnsceiver 
:fiinct?0h . Af- this its ms^i: a sia^at^dn of the trar^smissiDnahd- 
rocoption ot ihe ^Usctronic money i& ciispL^iyod or^ t\m 
information dfep^ay tspparidUie 34s A RCMOIA tot^rk??^^ 
aa 5S pfovid^ci 6n Eh© rafV€5r^& sidie of ti^^ par £J> By 
• ttfe-:pojtfe>n;of the- P0iy 4;fet^fmcj6 -a'g; Mo lea?^:: 

:.si':>i of :he-> terminal apptS'-^atus 12 in Fig 2, pnforrr.atlQn 
:carvb0: 'tratismitiBd :and r^ceiysP^tp/trom^ the PHS: efsc-- 



tei0ph«3nP commurticati^ 
the PHS .ei^cif pniD mpnay .c^^^ 

pejyed to/frbm the W^jpfh^n^ h^t^^ b^ ^ M^- 

^ pnpnp tafkv&Pnnoption by 

: transpeivor apparattis 44 is- provided for the'l^HS Pofn-; 
rndpiisaitio n ?^oht ro j app ^mty^ 40 Sy e PH S transes}^^ 
sr;j8Ep|:?^iratxis 44; infof matron i;s transmitted and r^etivsd 
M/fmhiiE the |Sartn^8?^j3p^r^ua isijcjh^ eHkitrorsfe r^gis- 

■^'■O" .^iUtPrttsBc;- v^nclffig m automatic tiokpl; gam. 

;Qr:th«? rt-k0.-Sie:f^in9.:;c^ :a payment-destihaiion af the'e^ess- 
trpnic rnohisry; A procassing function of the PHS &ieg>^ 
imnlc money Mfd 1 4 Is re^4i2#d by P.HB e^teotr^nib nioh- 

ponton of the PHS^ ^.ieotrohic moriay prtices^^^ 

vtfsr?? 46 is a poftien where the program m execiit^d by 
■^■^n-'MFUv ;Aotua^ly';a^eat:Dfa0{twap^'-f^ 

■tj:oniD ■■hfiPne^ ihMfthati has bson stofedin In ■ 

tr^em6ry 4B. By i^x^soutifig rj^icesjaary^^^s^ oh the 
. Mr^iJ. . th^ iyncl^Pn of ^h^^ PHS -efeofe 

ing Sfbfiwam 46 maysred Ihfdrmai reg:arpjn^ 
. ajsiPtsi^nfe- n^6n<5y :\has b^mt .• sto-r^d in a . memory:- Mi A 

ORAM -ts -yjs^d ■^^^-m^mc^r^-SsD ..• Furlher, : PC^^/^CIA ■ ^ntar •-■ 
■ fa^Se'^otti^^^m S2-:!iS^:prit>yi^cl^di: f h? -a state where: Et , h^js: bpeh: 

In^srl^d ahd :oGnn^cted Into the Garci ylht-^S of -te^ 
wmalapparatoa 12 ■as-snown Jh ^:ri0..;2^-'hsjC0s-sa^ 

■PHS efetrohfc moh0^ fere^ 4^ arici -the 

eiedtronio money ;pmo0es s^oft^j^?-^? . m -ih^ mmwm 
'. appamti^s Side.. 

.p03l|: Bg..-4 ^?ra5^ '^p^n£5tpry 0ifna;nage^ 

;pieetr^hfe mpn;G^y ■oard■1^ in. Fig. -^n ar^ja of 'th-e mem- 
::ory SQls 0onst:ruet0p by an ef^ctronjc man^y inifermat^pn- 
V??' area 74, a cr^^dit jn^ormaiion area 76^ a pehodicinfof- 
n^atiPn; a:r?sja '7B> a; ii>0im<sh:(^:l^^aeP0un are^a- 
BQ, and fjitth^ 4^ wor^ area B2. As Irt" 

.fpfmaiiDh nsc^s^safV' ?nrthe'- pmc^sS'snp . m^sfhod fpr th^ 
eJ^jctmrrst; m^^ney systom of thp mvent^on, a pank ap- 
:co-imt:num0??r-anda:RHS:ph^ 

further, the e^aetr^nl«:^c^^ b^an skired 

m 1 hp alacir onECJ rnon^y mmnTiatJon area 74 Sax and 

fejrthdayha^ePeen stored a&atthbmelnlormatsan^G^^ 

userJn Ihe^eiectmniC; mp 
.-^^5 th^;r, in : ^srder ;to-wn% :&pa?^mg start: in^ormaijon-iat-ih^ 

tsmsj ;of Poafd-ing;tO:^:l:rajn> B.pm. a trpavvay:^;or'^ih^-.H)<^:^ 

:a;nd: pay ^^a c?haf the ■ ti^rne 0 Mgmng x>Y ale^Jtronfc 

monsy,the:P^oardir^g^taft jnfofr^ 

Ih-a ^ ^Spi?t;i^pnlp rnonpy ^ iihf prmatipn ;ama ^> ■ A ■.Ppmpany 
^ P^pci^. ■fpr:i^di^ntif ying.- a^ ct^dlt ■qfpmjsah^y. ■ a. cradii .inMrnbef • ■• 

^nd ^■:ya?!-d%- tpiirn ar5>' stpmd [^^''tl^s-'Qristift-lnJs^r^^ 

:a;rea;76..Th0 fdJiowmg da^atip-dlnfO'W.eiijo f^sr^xam^ 

p;se,>sto.redlntp ths panpd^o inv^ 

a. cod^; of .a'pon^p^any- vif hi:0^^^ -Ipr-a pharge:■^c^r B-ppm^. 

n^;Utatlan;tB^ -^^.-coiii^^sin iJ^s^^^ ■..a-code;pf :-a::.^©hts}^^: 

l^k^i: a p:M irph:as:e^:k^^ a tfekst 

je n i^laftpn ttekst:: a CO up^ Pf a j^as^i^rsg^r 
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tioKet ; iiif ojp^ a^ii J3fi of a |50 peri cfd mWtQ commyta> 

^0: that ?s . a ^r^isi«>n shov^f f¥§; ?i kmii of p^ym^^ 

money withdraw^sr from an AT^, an eiectrc^njc moriev 
withdrawai^n an onJm^ m of a 

^f^ctrortis m^>rj?fy QBrtS, m the? ilk©? a tsl^phonsf 

r^qmb^r on the partner PHS eteqtrorjfc rnqney sid^ wtio 
paid- ^thsvcharge;:- :rn0t^e^:^^aTO sbowjng: 

charge; ^liop mf<3iyr^ a ^si^^opi in 

Wm p^Sd by 0i©^^eb<5irpnjo tnon^y v^^^k^ ;trv^^tm?aSbn Of 

tho artfe:^ paid by tJ^o otectrontc mon^^yi h?^ own p^r- 
sopal Id^ntif isatiion- numb^ 

■i0j^et.o-p'fine;shop;;;a;^:p^er^^^ nunfibarof 
t he partner siiis^ pas^- 

wH&rB a charge payment :F^MIfio#Pf^ ' WmoBi^Bci tmm a: 
paymi«nt d&simatiDn psiEtner and the charge ia pa?d m 

avall^bio range of ^ mj©^rndty pf^p«ia^^^ as nmm^my^ 

C0rcilnig m trie mvention <5orr0^p«>na*ng tcs tti0 ay^^^m 
edn^tructiori 6f Rg. 1 ^ Functions ais a t^ank server el#?b* 
troDkJ mohsy^^ the irivehliiin 

bam semsr 10 f \§: 1. Fimct^ORs as a tem-ssnalfcjs^^^ 
1ronj<j mi>n&y prDjse&sIn^ unit are prov^dsd tor tlt&^ 
ferrnJi^^i^^pamtu^ 1^ Us^^r Further. fUncjtfe]^^^ 
a car^ fijfecifdnEC i 4'i ar^s pm- 

tfons of U?e eard e^^ctfPnjc mor^ processing un ft 14-1 
eonstruem 0^ftMthe PH 

softWstm 46 slifbwn t n Fig : 3 . A cusid^rii r sd6rd?il 

tabBss 54 provided for ths bank sefwr eledtrbnjc 
money processing unit 1 D-1 > A iiser aisebunl number, a 
name, ^inaddm^s. ap^rsDn^ridsnl^^^ 
■^n eiectronjo ^maney card tefephone'^-nurPber have b^erj- 
sto-md'^ use^:C;US^ ■|n1^:tHe: .bu stdnii^r recording 
database In order to; accept p^ymeni: appi^eatibn of 
tba uaer aod execute pay^ment to me F^HS eiectronie 
mdney #fti l4< or a payment autheilticattrig 

iintt 55: s pay?mnt accepllng un^ 6S. and a payn>ent 

tf^ntd mon^jy pmc&s^slng unit An auth^ntlcatton 

G^b^ainMg:- ynit. sg-BridLajpayj^nssht ;ap^ urtit: -64 ^are. 
provided for tf^^: tarpriiipai eis^^ 



tJltd^-paymapiis :^ppHe;«^|-f or;ipthe'ba:n:k-^:© V^^^U : 

PHS;0ieptrpnfe;n^oP©y^Gar^^ insert;©^" -and connect- 
^ Into tirie cam slot 25 of len^ appamtif^ 1 1 as 

prm^^n^m^ 14^1 ^§ oono^pte<s to fc^^ 

troajq-n^oa^y -processing: :ualv':-iS-T' vm 'me^9CM<i\Kin- 
tertap^ 38 as ehown m 6. P 

?0 trQaic money pmcss&mig u 1 2-i cannectad to tha 
b^nk ^ewer eleetrphic rppne^ prpp^^sjpg y nil tO-l via 
the intem^sii iSrThe car^^ ^igj^ moni^y prpc^g^jr^ 
tm?t: 14-1 :[@ >,ponn0Ptad- ta. th^ feaok; .siei-rv^r eii^ctroBjO: 
mdnay- pr <3cess in:g . utM 1 0-1 mB b . f^^^Sitej-^pbpne 

■ work -72. : A. pay:iing:^;prpce:3s^.' py;tiie::pnlia^-o?^ 

$P ;n ): R^mer^i; applJcat'ida-. 
(2) pa^mem exeiput^ 

A ttme Jag m parpcseiy provided b^^t^ivesa thoa^ iw^ 
pmaeaMs Tbe ay^nenijcat^dn pbtairiiiE^g unit 62 and 

irbn isj rt?0ney f^^^^ mm- 1 S • 1 rmiM ine pjaym^ai 

ban^ sefvar 10 :s^iEd^. ■Prtor t^' thP payment -applfcatidny 
in0 Buirmi^QB^ori d33tajnf n g unit 62 fi?^ obtai;ri$ authen^ 
^ tic^fjdifTt torltie payJt^eM appH«^ati»n from tfti^-feeink s^^rvier 

^pei^NtRS: when the ifioiTi of liif^ bahk aerve^ 10 
aocese^d from the terrPina^ appar^^ us 1 2 and the stom 
of th0 paymerir ^eJe^^ frdm a m^jpu sdf^ert, tb^ 
scf&en ifs ^witPih4ci adther^tid^tiofi bfertammg 

sct^n . By usmg th^Sf ^uthehtbatleh PfctaiRihg sbre^ft , 
tne IfSisr a&t^ tJ^e addr^jfa^ , name:, airtd ije^mdii^l tdenttf ? • 
■Cj51tan nambar aa sl^own jn^iti^fi^. ay:t:i^^bnljcatkjr^aM 
artit a^> Aithougirrtte a^icoant ayrrtbef and th0 BHS 
phdn^ ndrr^b^r ?^^igis;ary dpbn ^Qfefe^l1ing of tfts ad- 
tf>en&giferi/ tha sulhanlfcation sa aut^matfcaJly 0b ' 
taifmd by acicassinp Si p^iyTd^nt sudpdrting unii 6S vm 
in^ W^MCtA ?nt^rfetcss 38 frdrr$ the bard e^eetron^c mon- 
ey pr^^e^singunli 14-1 bn ibe PHS eiectrqajcj mda^y^ 
card 14 S3^s ibonn4tis^ tb tti^ ^sard s fbt Th^jf©! oif'e, 
with raep^ct Id the setting of the yaer authePtfcaiion In- 
forrhatscn^ upon -ofoMinlng of the authentieatida,: tif^e user 
doae rfiet nead te lnput'*i.dd set the acoeunt n umber -ar^d 
the PHS pboae nuanber and they paa bsj aptomaticany 
^d inputted and s^et trort> card side, if the ua&r au^Ven- 
ticadbh lafcrrnation coaid b«? as mMtionad abdva. 
:^eouaer makes; ad MttenttcatEh^ Tapua^i t&Vtd^ 
se?var asectrohb mdney proceaa^ng L^nit 1 0-1 via the> In- 
terpai W ^ iri^^f^^ifjfohfee^tb tbd4utf;jenticMi^ 
bariro^pbddidg i^^f .^dDdiibt bdnipdr; ■n^rbd;: ^addr^ss;v 
personal jdaniifEC£iljan f^urr^b^r and elaclronk: rnoney 

ltiadt^d#i;tbd M?^^ iBPei^f^^ i?^^ tde p;§ymen1: ^u 
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iti^nticatrng unit 56 and th^ qus^iorrfsr racjord^ng data- 
base 54v ths^f^b^ oollaUnp i^^e use?; When oojncjde^os 

■^^at^a^l:;■ screen jiownfoas^^d t^rmtn?5|: ^iectmniic 
money proc^issin^^ unk 12-1, t^e^reby allowing tn^ unit 

server lO^ide. tl^a screen ort th^j mfTn?rt^r apparatus, 12 

stryclBd Tterefors, user sets tvvo sterns ''pa^meni 
mormy amount" m^^ "^paymanrdat^s^^ime'' by using me 
awi5tc;h#d ^isresn^?^^ Upon setog of tti^: p 

the user Inputs and sets the '"payR^anvmonaj^^a 
as necessa{y . ^iJtter a 'r^^l -toe payment" w ^ "^pB^;- 
m;enld:ate/tjm<e'-b^y .aae^"^s»in^:can;&#^;se!ect^^ 
re^p^acrtitQ -'pia^i^r^i In- :fiie ■h.pfm;a|::p;%'.: 

in:put:of th;?? us0r:|s: ^el- H^w^ver,; jn case :pf ^i^rgenoy;- ^ 

m&m, : as. .I<3r^:iri0 :iime ..ia^ :ss ca;ua<i;d.botW00:rt- ■ the' 

card- 1 4 -is^cpmpleted -w jth^n 'tl-ie - mmifT^:!^ .tfrne' wh jcji^^ Is- 

ancJ Jmnsmmina ^^rn^ hf IH^ pr?S lejapr^or^e network 

li! notion of the payment f^j:?pivEng unit 64 th a<jeord^ 
tl^s^^:paym*^n;t.m0n-e^ £jm^^ usefv For: 

^MgB i^0tw^0n SD.OOO yah an<^ an an^ ^e^s tlian 
1 0C^i0Oa y^n , tli0 1 ime iajj Is^ $ ciay & < If thi^^aymmt 
mi5r)«y ^oarii i^: o^?" iar gter 1 00 - dOO yen , 

the tfm^. ^ag J^:^seti€j.S: da^vln-£t=?j^^m p.aytTi^rtS:' 
<i^t©/Mni0 f3 sfet m a manner auah that m tfe paymem 
money amouhl is larger, th^ tim^ is^g b&ivy^af^ the pm- 
ma^J ^?pii<2a£ien i^^^ and thss pa^^m^ntt ex^duMon 

payrnent appli^sati^n aft d ih^ p^ment ^>sBautiida is ex^ 
tended when tl^^s payment moinay emount 3§ iarge;- 
thereby 5ie}tta5njy -ss^j^r fn^^ th0-5i«^^ whe^'e ■ 

.:3;aa;s. d-r theft of th:S PBS' el^clronfe nmr^ i 4 -^q- ■ 

to- the^ payn^^nt ^jx<!??3ut}on . Th f:. payme-ni inf om"> atlon Dt 

th^j payrn^jnt money amoiim and payment 

by the iiser is^ ransmltlad t^j'the -bank mt¥W'0^^axmr^i& 

■■j&ssfisf -by :tl^e-^p'aymie^dt':ax;ceptin th^'^^^ayi-j^Bnt ■ 

mo^px^nci m^i SB ma<^gm^BB the, paynrE^^nt mon^y ■ 
amcjum trornthe re^sejvedpay^ jf^forma- 
%bn, mcog^Ts^i&s^.'ths p^ymajit--data/f^ ^ubso- 
i^^fubm}^ adl^vates -^k'- tmti^^tf^-03^t^ -iitm^^t^- date/ 
tiriha nb^hes th^s; tiesigin^ Wipt 
th^ p#ihnsht ^p^plying af?ai^?6^ ni^^tkjn^xs ^fe^ 



frnjshed the ussjf removes the PHS eteotrohic mon^y 
:£>:ard 14 f rom the termjnat appafatus; t2v ' Wh^;n; ih^^user 
.gQes:.cj or thelfke. 

n^n^ the'fouiit-in; traaseeiiyer f uhctien irii.cj^^^ 0f tpe-pay- 
ment ^.r::pumhase 

.p^i>rt f aelitffes^^ the W m^- foiah^ server eiactron^c 

.ea:t^€j::paytt?s^ntd %^th:^::appjffesitisi-n ace^p!- 

■ ■Bno^:min^ SB, the payment ex- 

:eeu-rin0 un^^:.Bq: ac1;fyateci, th^mby. ^Xiedutlhl.the pay- 
rnent by aocfi^saing the^ eatd alecatdnks 
ing -iintt 1.4--1: - -iarlHe TtiS ^ecmm:^rmn^^^^^ 

o: t,Jie::p:aymant' the PH;S-.el^h"onso nioney .card 1 ^ is 
directly cai^^d Via ihe FNS tei^phoh^ network by the 
;0^;^rfi^tng Qp^fatioh i>ased^:oa ^tM-.eiecjt:Fi>nj£: mbhsfy: 
ami lathciihe nunr?bsr rscognii^sd the |ja|f^rnijSrvi ^pp 
.ciatidh-. Ih. rmpmi^ m'^&^Mn Si c&ll Mm- the- bank -server 
W :e:ide :: a ; pay^t^em: reeefy^:hg' mnt- SB WthB c^ti afec- 
trohfc ^money praee^sihg uhlt ■i:4;>1- automadcally re-> 
s|:^ehcfs: Xh;a;aytorh:atE6^r^S!peh^j5^i^^ 
ihg uhit ^BM mad& yilder thaMlbwjng €ondii?ohs. T 

;i^^^-telephOii^e' st. th^-ohgEnsitGr compared 

with imnk phon^^ number r^ir-pc- inrorrnahon whjch ha^ 
isravimiSly -^be^h - Wriih^^^^ pf the- BHS' 

electronic rnonav card 14 [f the telephone number of 
the oriigirta^dr^iSb Wflhiirr^t^ 

it iadeterm {nedthaf the ^ ca't a cali frohrthe 

bank sofver electron ?c money preceasjng urtt 10 1 , ;sn^^ 
mn :jncDmin.g response:^ie-:aytp}1)atj^^ Aa.'Vyjth: 
b^rik phone number ra^^^^ i^ 

d'i^enrninatsng Jh0 cali Uom the bank aervar 10, for ex- 
ampie^ iwo kir^da of numbers oraJow^jr {smU (11 digite) 
of a bank phdne number bah d^:ahd an-uppef ti!n^^r(1i:' 
digits) Mai?ahkphon^*^ 

R©M-'ni^m6ry 4b-^ph momy m^^ 

if the tei^ephhne num:ber :ef :the o:h-g{nator ti^s: wjihin a 
range ba:tween the }6wor iimjtifcjank: phon^ number band!: 
40 ancJ the upper limit t>ank phcsne number band, it is do- 
dided t:hat:::the: teJa^ a :aaii Irpm the^ eorreci: 

atartad. \t tho ir.coming response obtained fcy the c:aJ^ 
tp.;t;ha^' RHS:a^eotrer^j:c^^ 1,4;, since a:t;e;la- 

phofEO taJk corin??ction vp tb0 ^ebipFhpna ne^iyy^dTfe^ 
72;i;S^astab|i^:hedi the:paymant■:e>cecu0h§^y^?t:80^ 
n)ita the ele^^tmn te rnp Eafemnation by Lfsing 

this conn-acilhg state The electronio money |:>ayment in- 
fcrm:jat:E0r^;|ricf^ 
■ ■ formatton , . and;bank::na;^p: -Tiije-i^ay .MC^jying ■ unft. 
■8^:i^^0e-pafd:0f^^ mep^:- pj:p0?^$$i[n§: unit 14-1 
■ vyhfeti\reof i^0ci::the ^payment iii^f arm:aiticn;:f 
server 10 sjde updates an e tJatanoe by 

addjn:^ the .r^c^lv^d paymerit ■:mon^y amount tp a- 
..preeenialectronip. rnen^y afesraa. 
the l;jme infoa^ m^- pam^^^f^9trm^ mci'i 



0 



1:-7 

■ was m^4^: trm^':'^p:-t^mw01^ i2 ip m^ t%m^ 
server I D: a pra«?sdiijr^ to p^rmm wm^^^ 

mlBken. The ^mcB<Mjr^m stop? tfm p<iymcjri:i:^;^©eytJon 
jncliides, for sxamp:]©, th^J:;fqifowing two:: steps. 

r^qu^sts; th^ stop isecaMse of the ^os^ ;6r 

stop tMim PHBM&pfiQm b los^^ 
prtbelt 

;p033^i: If the main •b^nk..ire0#ivs^ tfm no- 
tice ff^m the mm. % e3<^s?tfttng payment ^tpppjRg 

th0 payment a?(acyt^0nb^th^^ 

term l>y £h0 giccfjptar^c:^ of ll^e appJfcaisoR macJ^ fey^ 
. th€ ' p;avme;n|:'aoGei3ftft;0> litiii BB oi ihB ^>m}< mr^er 
trqnfe iT)<jfmiy pr?^^ un It 10-1 is banceiied. Th^^^r 
fdf ei, s^vfijn 5? the ^^si^^ni q^tis/irti^ comas , payment 
nbt p«^ffGrrne^c^ from the bank ^erv^r 1 0 s^d^ to if\(i sbsl 
or st<5fen PHS e^sotronic monay card 14. By ^^Imcj the 
time lag between the payment sp|iibaitrs>r^ dBta/ttm© ari d 
ttse p^ym@nt^5C^utian datMtmis^ ^6 es^ i& be longer m 
a^^rUande with the paymeHt rndnw 
friargfn m wliich the procedure ItJ stop th^s paymani ex- 
eoution can J3a takefE k ef)d;ead6*d m aoeoixjginc© w^ih the 

;<s;yen':tt t^^0' psiynrnt^t cfed^ptBg, uhitS^BiW^ths bank as:n/er- 
^^i^Gtr&nk; morjeiy ijroc^^issrng unit 10 1 activates, the 

d^^6m« bsm^g and the *^r«^msitjn^ dj^sf^ 

fof the PHS aledtmnsc money csif^^ 1 4 by th§ PBS 
teiep^^one n:e^wDrk 72y since the pr^^^ 
the tesephDne talk has airsady been take-n Jrs ilsi ex- 
:ciian-ga., a- ^t^iaphone mk ;p0n^^-0tipn- :t^5:- tte, ■:pHS '^fe- • 

oann^uB established. The payment to the iasx or stolen 
PNS eiedironjo money card 1 4 Is not execufed 
[OOasj Figs. 6A to ec arsi tims ch&ftsi showing a pro- 

the payment iSJX'^CLjtson :n the- e*?'5fclrf5rii- motiay system 
of the my entEbn with respect pf$>e0s^es and1rar?s- 
^server to, iBmMai. .^p^rMm^^^^^ 
mmi^)^ ^iirti 14. IfrRg, 6A. Urst 1:ha ii^rmjna^ apparatus 
1'2 -^t€5C^ss0Sth^:.h0?t)^e of th^::bHhk::S;ef\?er- i.fc-::yi:a.:: 
the M^fne^t >0 sn st^p B1 , In response to ft, the bank 
:^^:rver tO;..dowr^loa:cis the homepage In st^p-.glOt, 
rtiBm- sdi^^o for p^ftormEng • 

Therpprs, wh^n tt^e m«W seleots •■payme^^ th^ 

man:u screen, the ecreen Is swit^he^^ fe^O ''^othentioa- ■ 
tfpp ^s^reep . In: i^jep^-SS, vthe ^^:^r. authen|i^ati;p;n;-|pfer- 
rnsatlpn ij^ i?;et op^p thf auth(^nti^€^^ori scr&^n aw an ssu^ 



appa.ratLi:$- 1.2. The a^^pDontr-ri^urriber^^a^ phon^- 
^ fiuHib6r ^ ^i^mtm^0tyt^^^m Isife^rrnatian are autd- 

ti&minaf ^pi^mm 1 2ln s^^^ V Th^ bahk Sf^jver 1 a 

which rec^5lved the user ai^^^^ 

th^ lamilnal appamtue t S ceitaies t^^^ 

itiiifimtsja^ibfi Informslson with th^^^ta^s^ im i^tsp SI 62 

if the da^ncidence ss diitajjied a ra^ii^t tH&isotels&n 

:jn-^^tep .31 :03, step:S1 MloiJdw^ ; TfiB: mrmriM^^mMi^d 

te the payment aoreen, It dcwnloaded and th^ p^y- 

hl^m scj^een Is dispjayecJ oh the ter^^^^ 

side if th# C0ihe^dshee 8& a coiiation ms^if it of the user 

au^erftscatidh MDsm^^^ 

ihi^::l&agai-^us^.lig' the' b^tik-'s^fver 1'0 fin- 
ishes the pmcess . In the tsm>insii apparel 
r&eaived the down iotSd and in whtch the screen has 
^ ise&n switched td the baym^rvr sbrsen . m sitep S3 . the 

s0t^0hte:th§. swstbhe^^ pfeiyidsht: scj^enand the-paymfent ^ 
appllc^tldn h madB. When the payment date/t^rpe is i$el^ 
duration of thetme la^Jn' the Snteryt?) ffonvtheipay^^ 
appticatfon ' da^ id the^paymehC^ ei^edut^Pn 
time In' whlchtihe^ procMses In sis^ps 8:^: and 8S :ar^.,ex- 
ecuied Is ehsnQed In a^icp? ci^ncs w^jh the meney 
aniount When the p%mefj^ appJlp^hf>n tr^^m tl'ie larJii^^ 
haj -apparat-ue; l^:- is ..t^^eiyejcl, the batnk: ^esry^r:- 10 istarta:' 
^^^^ J0 :ilf^bni^6r- -th^^ pii^rn^ 'dik^rm] m Btm 

SI bS Sutofeequenliy in Figs 6B an^ whether a psy> 
men t step instfycttonha^dp^n 

|'n;al:odJF?;-s^dp the payment dptis^: 

e-d. jf thevPHS elec^^ronfc mcn^ey card i4::ls ]est.<3:r :St&le0 
after the payn?ient was applied tor, the user nsqu^sis the 
m^rn ^ bijhkte- stopthe: payment, .:$:O th?it;lt: m detatm}ne<^. 
that the payment Step hen been irmtf-uebd;lf:^ 
tr): thl^ case,. :ptep Sl:OT tdllews,. a psympnt;.. stopping: 
p? ^3€^ese is executed, and tne psymem exePuuGh pa n- 
relied, J? ii: is declcsed in step S1 OB thgii wh^^therthe pay- 
n^eht date^iirrie has eo 

te:iep'h:ope- c;a:ir :of ^ F^BS::e^^cimnfc- rrtdnay- aa in- 
'^^J step: In^step S202, f he.:PHS^:dledtTpiiid -m^Jpey-ear^^ 
14 Which repesved Ihp telephpne eall oemparps the 
phone nyrnber e^: lh§- phgi n^ator. with .tfi e^dan-k telephone ■ 
number mo^et >iVh h^^ pr^vi^usly beep h^^^ if it 

thp .rang;e,: ah/a^tdrnatlp.jh^^^^ re^poMe^ is" 
5?d- madp, ::that'::th0 :t^fephpne -talk. pDhnectlPn. 'm . estab-. 
iishad When tha hank server 1 0 cent^rms the Insomipg 
f:e&pDns^::f f prp; thecard; -t4- side ;ini Btep: S 11 Qy.st^p. 81-12 .. 
?0iipvv3 ^pd thp; payrrHsn^ timei ^^rik 

papi0v a*?^^f^^ i?^^ bank mer^^y p£iy- 

tmrn fhf drmatsida ;.. .i-f the. P^HB: ^iestro?^ jo''meney:'earci 1 4 
l^ldst or:.S!:0ien:after the: payment was. applied for and 
■the u^er . -has.'alE -e^py ■ apj^iie^d^vf dr 'the. :'§^ppv ^ ^^^ ..^^te- 
phone ^btd the- tei^phan^ osanip^ 



meai^ure lor ^toppjng; thfe fetephon^ taik Is taken ki tha 
FHS - telept^bne rtetvv^ork: Jn rs^porss^. to the le^^p^hor^is 
:call to 1h:e^ -iGst or m^Bii PHS> el^tr^onlc^' rt^liin^y care:! ' T4 
instep SI OS, U ih^ iBmphone taitk conf^icHoR wkh ths 

■Sill fo:iiows-a:Fici:tte-b:^j^ IS-ic^^mais tj^^ p^y^ 

exscbf ion . if im M^^c^^fric^ paymer^f Inifer- 

irorc\ ib^^ received electronic mon^^y payrneni mforma- 
Wn ioth^pt^^B(it©\^^ and iMiih^r 

stores Ihetime jsnd tfie bank n^^me. in step S204, a n?M - 

. is t:^lsC:Q;nn sjcted . ^ Wh0nm& norma irty ef)iif n p^sc^Tfpmt he; 
.-card: siidels rsGe:sv:&d.;t^ie:ban^^^ a-;, 
payiment fjnlshirtg proce^^j jri sj:sp Sii 0. 
fQ05fc6| piga ?A an^ ?B ar§ flowcharts for f^n^Ssetronic 
momy prociss^jng progrBm wNjch is ^jjiscut^d the 
: bsnk:4eiver :1;0, In Fig. .7^ ^ lhe:fcw^:$Sfr^er i d;ehe^^ 
access $1i .;VVh;e:r? theri£?/{^ .a ^mr i^0m, 

{f) st^p^ S3 .tfiefeanih: server 1:0 disi^r-jmrnats^s whather tne 
user authentifcapon' :jnl^jrr^^^ b^en rec^WesJi Qr- ^$ 

npij,. j^' the. user authsntipaMori: In^ 1?^ 
is Qjsij^ted wilh m^^^labs^e m sts^p If a 00? nd dericjg 

m swffehed; to fh^5 psivmi^nt s^^^^^^ and the payrfi^jM 
;screeri:l&: cio^.n]Dgt:de^^ jfV;smp S6. ]f :the;:e0jndd&rtfegi;: ■ ^0 

GncB or ^mnpB of th^s payment stsp Instfij^^tj^n WtMy 

d^scnmsn8i^-c^sn-stspS11 .■stthe::pj^yn>i^m;:;iiop instruct 
^m:i&B\jm:^B^m^0^ -psc^mm^.. tmm som^s , pay- 4c 

eomsis;, ::£el@plNo:n:e :i?Bi^ ef \m ^ PHS e^eotr^jnio 'morm^. 
tsmi i4 is ma^ in step S^12 If th^m in^^ 
response m step Si 3 ejsjctronjc n^one^ p^iyrn 
matipn syph m p^mm^ mone^? iamci^um, tsm«s, baok 
mrtm-: the lite 1$ tr^n^itti^c^ in atap Si IJ til&m- 
ne> i:ncom^n:0. ms'p^n^ 

eeii0d in s^tei^: Si 4. U|ipn dtec^nm?^ the -c^S'^ 

whereth^Sfm iB na: InQ^mmg respohs^: i:n st^p'StS. when 
th<?m np In^pming m^pdst^e m mm df the tafe^hona 
talk Mp» dti^s 1^ ihfe bs$; iH^fi;, e*?^ the l^k^' the^piiyfii^t^ 

f;S^immedi^it^iy'^:p?in-^ Si 4;. Hewever.;- In the^ 

^irss. PH3^ta?^pho^l^ ^netwerR. tr^e telephone -eair 

r^SipDns^ ts not obMsnea even a^ler the iS^pphone caM 
wmmrn^. the- pf0C{^teRTiin:ed.^r^ ijm^ the pay- ■ 



ment Js qaneefled In step S1 4. Aft&r th^ electrenfe pien- 
^y-:pgtf m^nt. irsf prrpatjpn js; .normally'trf nsmi^^ ' 

end:;respDn^e::fr^m:|h:& card sjci^e- in Bmp . Jfth:^ 'rim^-. 
mafJty end ■rpspopsp .rpc^sived: the^ pay sn^ prDp^ss 
finished jn st??p SIT.; :thare m m nmrn^^M^^^m- 

0jt^ut^d m ^tep S is ! ti^e^hdjms fin mihing pmc- 

^S:S:. apnom^a j?iy :con£ems ;a:re .r5;i3erd:^d snd ths la^^ : 
Ih^- paynr^ent w^S::CanpeNe«? mrm^mmi 

fei rsitiir^^y prp^e^sih pm^mm of tbs^ Jhy^PtiPn which js 
0ceeuJ:ed in th^ M?tpinat ap^sar^u^ IS Wh^Jl the pay- 
msjnl Is repefv^e^^ te the PHS plep^mn jg hTeney cbe^ 14 , 
th:e terminal appersiu^:- IS: .^pi5ess.g?s- the ■ homepage, of ' 
the^ban^; ■sn step .S;l:ln.:;a: ^im^^-M^mithSxCartl^ : 
imerte^ and connes^^ into the ciard sJot 2S the tar^: 
: m^hii.apEfamsM: 1 z,-m^ '^^mB:''pwfmm^'\m ^mm. 
; frem,.a:f?"senp' ^pm^r^ thus 'obtalnecJ:. Since- th^mt^m>.m- 
.e^t^irehed te m ^ait^hehiiciafjon -soreen' by the^is^lactj^dri of ' 
the: paymept:,- lh;e. ■ug:©r: :authihtiie«ltjon -infDrmatfc'n' is ssi-- 
lht^>;^h^:^■^M^h^^t;^calimh:^ .:Siep:'B0. ■. At ■ Siisitim^ • 

sn£d:ed1n:,sifep S4: If the can:3 :ha?;: beeh frionf^ealed, the 
ac^?Dum number and the BHS phone number are ob- 
minted .fern the: PHS eiieetmhic:- nmn^- cBr& 1 4 in etep 
.■Scs. if tte^eard ^s-fi0rednn5}Ot^s-d;,:a-^^ card if>- 

^seirtf^.h:iS'dii^piayed tn Mip S67th:ej:r^by^ urging the usd^r: 
i6 msart the «?arcis Ther^s^forpv the system uses a a^iee^i- 
^^:nlsm •such that untess the PHB-^iectenic; mepey: card 
14 ts irs^eih[«kJ alhd 66m^Bd ^ikem&cM 
i2./th^:-p:%:ETienitfm 

hM fee %pBed iDh NMurally, as another embed^mem, It 
is alee pess^jble to use? a m«*chaniam sech 1hM ev^r? If 
■^th-s&: eard jss tmi mmttBd^ the account Piiiti;t3t£ff ■ jbsrvd.; ttm 

t]catfOh>ser€?en %^th 

'Mbx. thereby applyingrf-or me payn^eet;: i:r the :aceo-pht 
number and vhe ^HS phone aumbsrcm-ia^ obtabesJ 
trdm £h0 card 14 side en step Sei tb^ 
inf drh^ajtJdh ii^ tb the b^hk ^servsr 10^ w 

ST., Wh?^^■lhe•^a:u!her^tjcet^oh the bank 

server 1 0 in step SB/thie scf eerr is dewp- 
leaded pavmeht sor^^h and djspia^ed en the basis of 
the. G-btamee • apth^Mid^tbd ip;^t0p: ::S§:. In step .81 0,;th0- 
^p%meht::mebey ;atti apd:the 0£$y:rT^^;pt.:eate/t;ime are; 
■set:fntO: the paymeht sereerr^ar^d the paymea-i is^ applied 
f dr'ie-the bank' eeryer 1 0. . A serje^^ etpayment appiy^n^ 
preeeeees- .te finished:: . t^atM;ra|?y: It. the: ajjthenpqahpn^- is^: 
net received trDrr-^ the pank server 10 m &iBp SS, the 
preoessr% ?t<}.itihe ssi fipish^d;. 

pjoaej Figs . 9A and 9B are * lowcha r^sS lor a prec^se^ng 
program : of the Ir^ vpnt^Ofi wpic-ti ■ ^s- a?(:eeuied ^by tip " PHS 
eieqti^enie mphey carc^ 14. i;n:the. PBS-^^eptf<^nfp^:m 
Mfd 1 4, Whether il^ere resEd ^pqe@s termW 
'nA\ app^r#ps.'i^: pr no? is. d^j?eHnithate?;i fe: $1:>. 1? 
!here the rea;d apcess, a: respon&e qI the, -aGeeunt. 
rt.timber.and. the: 'PHS^phe:rie: number s^mf^die- In; Mep.Sg:. 



th^::ba?>k :S*sr^0^ 1.0 or ^r^0tis;:dlscnmm^^Ci;."Ji- lh©m Is iH^- 

InatDj- ^is c:-0rT"f|S0if0^r wHp the ban^k^tel^phdna' :niiirTife^ 
mn§0 which has p!>€^vii0as^ atomd: jl: is d^ter- 

mmed tn ^tgip S6 th£i^ the phdfte riumfe?^?^ ol :th@ ^rfgb^r 

mBpm^-ikinBd^ ki^t^S^^Si^^ 
s^q;u^ntiiy, In- step S^, the p<5ymsrrk;:mfofmati0h.' 

haslsaen fBcsivM fmn>^ tf^e bank jservar 10 br dot dis^ 

anQS is updated the paymg^nt money amourrt 

the tee and tji^ te^ 

feank ^siv^r isf notsnad the norrTfaltty end sXep 

' amm^min^^ jf1;He.p.hone: number ■ the 0%- 
matar is 6ut. of the ba^^jk teiephorsa nun^J^jer rsrtc^e in 
BB m if tha fjayhient infonf^ is notre^^^ted f mm the 
bank gierv^r stdB in step S?v Ih^ fe^ejahcsno t^lk cj^nnea-^ 

The {nvention provideis £i ivsco: ding medium m 
^hich t prbgrarfi f or th e eferirb fi i g r n oji^y p tdc ess in 
each cyf the banii server i G t^trnrnal apparatus isl and 

enibodim^m of xh^i cQtr^yui^r^madat>\e recordmg rrtodi- 
■ umin Vifhfch: each of ih© proc'^ssin;9,:Dreg;ram& has.-b^en 
stbred bsj expiaine^ hereinbeloWs Each &f Ih^ 
processing proc^r^fT^s ha?^ been recorded in portable 

DVp dt^N; card . cs r th^ jtfc^, a <ja- 

l^ibMe G;onn^0t^ci^v teiepbiO:nsi iin^ by 0 

m^m compiMm sy^^^m, iaoh/;pf-.;lh©:;:pr0e^^Bjrtg pw- 

the f u rjctions as a computer m4t thereafter; exeouled- 
Biasidig^s thf portable rpcprd^ng m^^ilum mch a& 
• C:p-B6)Sv? = f Ipppv di^:k'.{R) . DVp dis^k:. magf mtoQ^ic -^m. 
\C>:(m^ii::W t^^ W^, rBOof^inp/ rned%m:lnPerpp!ra$0$- 
a storage deviea i&iiqh s*^ ham rr^^rnory, or lha ilka 
provided Irii/out G^ compiler, a database for tit>ki}ng 
i^ia pmgmtw yta tjrts line, another Qpn>py£ef , dam- 

rssp:e^i fe:the. t?m^ lag^big^w^ej^ 1'ha:paymb;rii;5?ippfEo^^ 
dsie/tjmej and the p;^^ 

payrnef^t.m^sney amount js: trapsmitt^Jid v ihe :pay- ' 

rneni :app]y.ihg unst:: 84. of the ■tefmihaf :»pp:^rai^ 

t]he 'b;arils;s;sfv^r 10^ T^^e; paymdhl^ :aciee;pts^^ 6B' 

whsch^ f^ceivrsd the^^d■$3tB^dt the'paym^rti:^ amount 

deiarhimas the paymem:;axacut;i^ 

sisof^lha.:iim.e;iag-^ to th:^. m^psy ■am-ou^ht.afSfd: 

sj^p^^ppssfefe^t©:^^dhs^^ systdm- In ;a maflnef SEj<2h 
that the ' pa;ymem- :exacott%^ uh^ thaxfean^ sarvg^f 
1 Gj: ma(<0S;;^:a ::d6piSi^br* oj> the payrnent. ex^cdt?o^r : Al;e/ 
Sme bassci on the time aoc^s^rcJlJig to tha money 



amo y dt add the baymept uplt SB returns 

dedi dad papiept^ d^t^^ti!T*e to the t®?rpm^J ap^ 

paratu^-ifi:: 

■{0CS41J As mentioned above, . acoordsng to the snv^n- 
^ tlod, providmg td time iag b^twaen t ha pa^mpfi^ ap- 
fiftb^t?Qh {tmhsfe?^ r^£?ue^t> and fee p^ym^^pt^^^^ 
|a0iuaf ,:transfar df:lunda to the card). &v0n jf the aled-^ 
tronle mopey eard jost or stoian. py mquastihg tda 
bank to stop the payment or mq,ii:egtj;pg:ihB :c^^ 
;patV!;p.rk: ip- Btjc^-ttm^mn;^^ 

C5r stolen a [^trpntc mpn^ card oap ba certaijily pre- 
vailed:, a;r!ip;t;rtf :s^a!rjty.;c^ the ■ban^k^^enNdeiioaah-systgrn: 
uBing I jis ^(i^^tpshi^ trsppsy eaj^ c:ad fee f^marka^iy tm- 
prpyad. 

jOd^Kj it tJi^p^m^ritt 

a; pDsatfeHsty r«>malns thai thai payment: app^joatsdn. Is 
mada IJ^a^ai^y However, upon exe<3iit ion ot the p^^y- 
m^ht/ by requesting the eommyafe 
$;h^ 0dn hdciipd, mm If tda pstymem : jJJ^aily appifed 
•ldf',/tHa.;;stP^^df,:the yia'ihBt cpmmls'h1i5:ation 

pPtv^GrK:;mnhet be'^eancaltad: ff^om:' mvexternal :UdEt. 
Th^mfora: hjgp aedudjy pan pa as&p 
iagal pa:ymant:.appltpMii6 ays;gdpjMjon-.v¥Elh tti^ildaa'dr 

■ ■ tS:^0f t::ot -the card;, 

|£>64§3 AlthpygJI th© abdvp eilibdcitmeht h«5^ t^ssa 
sodbad vVEth raspept to the exaP^t p le m the casa 'whetB 
the .l^'HS.taiiap:ho.h;a fupctjon JspmV'jdsdtdrthe.aieK^irdnfe 
money ^sar^ 

■■ be ;aisp raplapsd With ani^orci^narymobije js^hdhelunsttdr^'. 
f 0 044] At^hdugh the p aymdnt haa fciji^an apptsa d f or via 
the sntarr-^et in'the for^gotn^g^ehlbodiment; any commu- 
nipgiimn rt^bm other than tdav 1 htairnat dan be aiad 
u^e$^. ; Ads!Oitiln§ to a asmbodlfn^nt^o jh^ 

^ V^ntJonritJ^ isul^idarit fe^ net!iS>oii?s^u6h^ 1^^ net- 
■ wbM tm 'pnyriiBnt .apptfeati'dh ' ahd- m^'nbt work for pay-^ 
.:p^afnt ::e>^:eeuti;oh arexdjffemht; n i& :suff iciant -to - provide'^ 
ijme f ag tijetweep the paytnarU appifeatbn and ma iJ^y- 

■ by tde kmd hMwork. : 

|0O4SJ Althddgh t^Ee above embddia'iant hae bean de> 
aonbed with ra&peat Ic? the exarripte In the casa whara 
^ pdmonsi of thB u^asr rs daed aa ^ jprrajpat 

(PDA, mobtSa lerminaj ate.) or, for e2<ampfe. >iin ordinary 

mot5;ita :pbene dan 'be Jis-ed ab Idng^ -as it i;s ^a<:ju!pment 

having tha Intamat cDnneedng fuddttph. 

|0(J46| The above ambodlrnapt has bes^p dasehbed 

^wUh f^^i^dttd^ide examp^a m the p^4$0: whara: mdney''is. . 

wsthdrawnfrom^thebank^ahd^dep 

money card. Nowavar, fiteo wjth .?^^ a purehaae; 

application and a payment execuJion sjpon iaternet a^s- 

It nd ^Hopping: JO dtiWi p^^e^^^ fey rnakifig 

purchase apfiifcatjdp' ft^ apparatus: v^atihs- ■: 

Ir^tarnat and by satt jnp the payrnemt date/tsa-^e or p^esm- 

ti ng:; it -With a; lime i&g, the:payma^nt^by th a eteotrpnl^ ■ 

©y oard by electro hie p)eney 

in i|1is:::da&fe,::a:jhtfi^ ^indai.lheraji|:a:f ^ 



■'the |:>urcJiase nipplfcj^Jton t^nti the p^^^ffnian;! e^iequfcjcsn, 
the ei:0C^ro:fv^iS rnpBa^ 

. 16647] ■ .if)- ^if^a-jlfien v.^l^hoyg ab<5:v?e -^mfc^o^c^irnent. 

'■ vik^ tarti :sM>i:t]nBm'mnQ n^eat Of any ph^sica^eoma<ji: 
bstwwn th^? oam and tte The mrd iot 

th^ieriTjinai by short-rar^ge m 

Tm: imBrtUon is -not. WmGKi f<:i if(&- foragomg:. 
i3f;jife):Q:?^^rrt0nt but {oco^rpomtas; many prqper. modl^^cai- 
t^on^ without losing th^a^v^ 

1004^1 As deseribsid isboye/lfe 5 nven tfen r^^ates to an 
^lectf^nic money^ pmce&si^ metho^^ for porformm^ a 
card wjtbdmwal ':^?f:>;j0crtr0Rie; mpneiv' :by m. ^e^rmic- 
motmf cm^i buying ^^^tmpl^ rr^Ofcsilei pjionis (p^mpnai 

.. mtus trp: user, ■:an:d a^ds?nk'^s8rvef;;:B:pr^^ mm- ' 

iMf>^ sut^h a method; and^ rocordm^ mesilurn. More par- 
^t'EPMi^iy. Inv^nijson r^^ai^ss; to: :m: ^^\:^c\mrm rm>rm/ 
prmmmr^mmxi^^^^^ tmpf^es-s^eyrj^jf' fey gm^jd^- 

imemm- executfon the. pB^m^m. a mMlB 

haying an int^^f fgtqes thai: oan b<s (^^nn^cted to said 
tomitnaJ ^paratu^ and; ^ mc>bj^^ ph?5?^^ fiirkftibr^; 

a paymen t aoc^piing step ^^hBrom pts^rnsnt ap> 

cation date/t^me m ;^cjs::ofxlans:;fe 

meni: mofYey a^>QU b^eh <iestgrvated s$ 

r&ce^i^^^d ^fmrrv'ssKl t€5rmir^ai- affparMis:-and;' 

p:symsm dateMrfi&:CGm^is/ .^i isJespHo c^ll Is 
mi^de; sajd-a[ectrdnic money^o establish- 
nr^&nt.-'Df iB^0pSane' iMk 'donnBct^ox^^'h o6n- 
f te^:^^' ■arid-^p^^fm^nt of ■th^.-e-lackronjo ■mbn-ey-^is 

. mmt ■ aec^ptjng step, as -sa£d-.:^i^)^fn^-i:^t;:'d 



paymont aoG^pijpg^^ the paymem; dsiiMi^m 

^ ■wHfch^ hBs: .bso:n :sot:m a ■manner -s^^^ 

■■Jwaeji^.-'s-a^d payrrjent s^pi^iiicatjcs-j^^ .and a 

.paym^rtt aixeeytipn d-^^tini^S" is^^linsr^as^d. 

• said :p;a^ment aoaepling: smp,.|5n:ar-to- a^ospjln-^^the ; 
mmm-. Insly an si<;ic^um Jiurnber and a tel€>- 

■t^': -c^iftJ js :roco)x^ej^'fr0m' sa?d lorrr^inaj appara:i:y^'. md 

^ §^ :A m?5ih.od according 10 daim whs r&in said usor' 
awiho?nicatlon ]nfoiTfiat;i<3:n inciud^^s rj^me;: em- sid- ■ 
■dmsS:;;'aind::4^P'ers-Dnai ld^:rtt^f^catien nitlrtsb^r^mput^- 
t^^^% the user ]n addttfefj t6 ths ^oddU^^ nomder 
tKe tetaiprK>n 0 number ^^tst^fc^d f mrri s^id 0ie€^ 

■^P- tropic Mori^-isajid:.. 

6.: A m:g^Ji<3d^^cto:rdtnig:i0-ahy: pmosdling^esa jrii-, wf)sr^^ 
1rs:i;?^ said' payment ai<;ecutmg stop, If a telef^hona'talk 

sfsid eiscirorii^ rnono^f^^^c^ the e^^eoutidfE th^ 
i payrnantts-'Stopdad' and ^tns -paj^m^n;!: app|e:attor> . m ■ 

■ 7. method jSoiiGiordi^ng to .any pro^^eding clajrri. mhm0- 
in in said paymonl^j^ ecutin g st&p ^ ih^ ^><::uhGr: 
tho pa^nism j3 sid^pad bj^ inpmt tifi^ a i^aymaol^ 
bsfDiie e^id pa^meirtr d^feSim^^ the payment 

• .S> An electron jo m^o ney prDcesisin g ms^hod .ferafeank: 
sofvar-; wf^ioi^ ;is ■■dot;^;heaj;€3:d- .to: s -^^r nnjirtal . appamips- 

bite phone n^iiV^c5rl< to an ^loatropio rr^oney o^fd 
having ^tn jnt&ffass^ ihiiX c^^:Ui^:0^x^nei^^ to &^ 
fern-isfsai appBraUi^s and a mabfle pli^pe iuocC^Pt^c 

a pay rn arii acd^p tE hc^ stop whor^ i n payr?^ enl ap^ 

mlf^^i .appai^jiif ; and 

■da^a/iime Is set' by ^ chan^glngya; timj-- Jag trom a 
..pay!T5^nt :app1iipat5o^ date/urn^:at;vvh1ch §aid 
^ .aayrrsen? ■ app^jeaUor? ^^Vi ■ f^^^^v^d -m m- 

fijpf daofpe ■ with $:^jd aqcepi^sfdi; papTi^nt:. rnoinay 
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•ths: ^t0p-c^f ;f^<3fi^Vir^§i SiS^ditermiO^tapis^M^ said- 

. A rnetnoci^accerdi^ whwssin m said : 

•amQ;tJ;nt ■ larger, ii::t^m0::l:ag;fejgtw^n;^ 

mention inciud^ng:^ account: numiber iar^d is -t&^s^- 

spited wi^^ i^asabsiSiai; i^titi ^Hm tmy 

l^mass;^ ia ayth^ 

iSl A m?3thfc<J ais&ortliifig to cJaitm 8, 9. 10, 11, or 1^- 

wJ^erajf^ fri: said paym^^ht l^ijce^cutsng sk^p, jf tele-- 

ephiEiia^ M sa^S el^c^t^r^kr jT^ri^y card, ih^ ex- ^ 
14. A m&thDti a^r&mjng to toy of cfeirm 8 to 13: ^ 

irx ■ 

said •:pro;grarn: aij'ows. a c;ompij^:s^r ciDn^itrudiihg 
a -bank-ae:rvar vy-i^icH :i^$^-oori'r!actad^lG .a -t^at^iriai; ap- 
:p^rafus tha'^asar vt^ ■ tr>a- ijit^-S"mtva:rid. c^js^n 
via a mofciie phone ne^two rk to aj-i f^^Jactronk: money ^0 
care hmmgym that Cisn h0 mm^otmdio 

Siaid :taijfei!>ai app-ara^ aad: /a fripbsle:^pho^ria: kinQ< 

p{kMioa:}u wBdn a p^yrnent money s^mouju 
^p^ayit^ept :.;d;a:^^tTOe ■ ^Ncl^ ,h;a;$ . D^an. asit 
by c^aft^jfig ^ 1:jrJT0 horn a p^yfaent ^app}*-^ 



mmt money amount iim^ baen dssj^a^r^d is 

i"^ceived from said tarmina? app&mkm: ana 
:a- paymaf^r axacu$i;n:g :^t.^p wf-iamjirv Wmn said :■ 
payrhen t , .dsta/tims^ - eoifrTsiig;^ a -lieJa^hana .as^ll % 

mam of a te^©ph&nej:^lk bbfnji^^ cort^ 
irmad;; £mdvpayi!t5i^jiit:£jf Jtjdnsii^ 'is- 

axacatad: 

la^ A pmgramlof pncsc Vs^he^fe- 

ban:k servar whfeh IS 00 

miiM of :th^ : tisar-v^sa the ^msrii-01-aad .atm.nsat^^d:-.via: 
cam havtap an i!riti:^?fai^ cofm^^^ 
t?on tOMaxaout;^; 

^rTijnai apparafas::::an 

a paymem exassuf^ng step whsrein a pa^STs^nt 
■d;at^/tjma i^ g^et ^bv chaagmg/a;:^^ 
:pa5j^rr?ent: appHoaiion c^ais/f^ms^ ; at, wi^feh: aaj<i 
■payment: appHoat^Gn hm baen m&amecijn ap- 
eordanaa wim ^asd a^sas^ptad psiyiriskit^^n^^^^ 
ampy Rt: wHail said paya>0/^t dafe/um 

■llBpti^on Is^ ponltrrrie^d,. ^pi: payrr?^ 
tr^oniib mGj>^ sa ^pseoii^^tj^ 

1 k disjripafe^^ rr^^dfem w'm?^ a 

program fdr fji oci^^aif^ig el^Otr^^ttfc li;as 

isai-d program;-; aJ^ow?:-: a-cpn'^piitpi^ ponatrijciirig 
g? ba??J< server whi^h Is ooaoeqlea tp a l^rmilnal itp- 

a jTEGblt0 pficjp^ naiwofK to an elactrpnip money 
•cafd: navif^g: aa:1atar^^ 

said termipai app^p^^ mobjfe phQiip funo^ 

a pavmant acceptini^ stap wh pfiiyrnant ap- 
pifeation m yi?hiph a payrppni: piopay amount 
apd: 13: paymarlt::;da^p/Uf^^^ has beap. s^at 
^t?y >G^?ip0inig . ii- {?mf:;iag^.frpm':ai payment 
catf^a ;idafe/8m€? 5n-:aopd;s^apea:: wItH; :^said- ^p^j^^- 
menlmpr^B^f am;puot' hav^;: pean- designated: 
:rpc0i^eci; f rpm,s^^]d.^ .apparatu^: am 

;^ payrn^m j&j^ st0p wHei^ii^ ^^Mn sasgs 
p^aympp^d«i£is/jtfei©:<^ a tafephdha:paii;i.js' 

mwli-of ,a isj^epnona- talk ^pnn^atiipn; ip. cPn- 
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a bank sorvsf whbh is connected to £i lerrriirral ap- ^ 
p^s mius^ 0 f ths user via th^ s ht^met ^rsd sfconq^j^d 

card'^:Haylrj^:::?a6^ jrifi^f?^ie'4J^at:.c^ connected •tO: 

pjtcktibfy In M^ch: ^ payment, ^rrsanre^;^.^ amconl ■ 
.ha&;been <3^s'i;gnaied:fe. received^ ff^^^m'Sald t^r^ 
mjrjB^apparatviS: and 'f^ 

payment Bppi^cati^n :date/t^m^: at whfeb scjid' 
payment appf soatiort has^ b^cn msaeived in ac- 

. ^ .cjard s e:smbi{S:hmen;l of lii tsjlephona- talk •Qon- 
■iJi^Qtion :c!onf i.rm«??|, ant^,pa5^rn0nt the ^lee- 

miriaiisppi^r^^tus in which an ^^^e^tf^^nfc^^m 
haying: a?'!- i;nt0:?^^^^ 

0onin-^^t«^¥3^i¥;>:ai-c^^^^ ^bi and . wh'feh ; iS;:feoane<Jti^^ ^ 
tbe irjtarn^t. ife; ia bank seryer-thar^iis- ^JGinr^^iCrfi^d itb 
^^jd ^JesSK^ n^^&: mo^ via a mabM phfcii>^; n^t< 

pludlf^g an a^^ number arj<3 ^; t^l^ptjoii^^ 
htirrsMr obtained fmm s^^d s^fe^i^ronic money 
?;ar^ IB tfan^mitfed from jjaid letrnmal appafa- 

talnad; and 

a payment sppJymg step^^^^^^^ banR 
ssrvef i§ rvQtiff^d of payment a^^p^ieaUor* m 
wh5ch payment: ' mQni©fy^amoant:'^aftd':ay^ 

m ^cmr^mvB with mm payment m6n% 
srndijinft h^iv^ bidets ^signai^i^ . 

:^mdi e^^ctron did n^y car^. estab^ls^m^nt a tei- 
paym:enl applying Bt^p-. ■r^^^a^-^ ^m-e. paynTent- ■ and:-, a 



pay ET^^nl; dats/tirnec t hereby -^^^km ng tne user to s^r 

■^asd paymem appiying sis .aa^^saici;:payrri0^^^ m'on^"- 
^y arnoynt j^ la^/ge^r, a tlm^ Jag b^^fv^asfl #a^ p&S'^ 
mmim^limii^^^^^ ^0^f^^mi4 sateci paym^ ; daw 

dr^^s, anc^ a personal iden^ifi<:M num^mr input- 
. t^i;:!; Ijy tha usf r in add»n to: |b^:;at:p?^ numia'ar 
and the tefephene number c?^a;{hia«3-fm sa?d sJab- 

23:,. : AnveJoctfoni^c money; prca&a^ln;g m0ihod fof ^ ter-. 

:;hayjn^ aih:>jnmrfsp^^:and- a^ ph^oha tuns^tidn 

.<5G;nriacts^d:;tiq- a c^M .&lQl:.mMmrmh i^^mn-nsota^^ via: ■ 

^a^ci <ij|fKdronic mahay eait^ a rndtsiiia pi^M& h&t- 

K:.>Pdmpr:i;^mg:- : 

?ifeti^Fmhdd u^ar atithentiioasiDh M^nr^ation in- 
•Oiiudmg an 'acodijnt numbar stnd. a telsiphPne 
number obtained Mm sat^ ^[^^ctmnid money 
<5ard ia ti^nsm^ apfmr^r 

tgi;inadj iknd 

.■a pEymant apppng^ stop v^h^rd^jn aa^a bank 

WhfeiTt « amobnt has b©i^n disss- 

jgnatM 

wjx-smJn ^vhen a p^iymani d^tt^/Un-^a Which hi^^ 
D<ssn aei by changsns a umB iag from a payn-^ejnt 

.oaii^^n -is tm^eii ir s ^eodrdahca witi^:aai;d:'pB^^ 
tncsnay amount gi^;d5?p^ed by aaid Mn^ ^drvef^ 
comds. a telaphdna cail is made to Mid elactr^ni© 
fnonay card..asiab!5shfTient of a t:akipi^:>ni5^:ait< oon- 

W^dncjy is ^ai^duii^d: 

24; ^^Kpiro^r^m for pn^b^ wh^re- 

aajd p^-bgrnm-allbvys -ij ;0omputar :Opnstrviatm^ 
Be. term^nai: apparatus - in ■Which: an, a;^otronio::m0nay 
card: :j1avin$5: a n; Intarf «o^j and h -rnofol^^ p:hQ^n0 tunc- 
tion is-connsctad to a card sioi and which js-sori:-- 
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ni^mber obtained tram a^id eStsolronic monsy 
\& ■transmitted k^tn :0M0MrmmB\ . app^-ra-' 

a payment appiylrig ^tsp where ?n said barik 
seFvef noUfjed of p&ymenl ^0c^Xk>ti in 

vyh^rain wh^n said payment i^st^ ?^ 

oom'ss, a telephor^e ca^r m s^^id b^r?k 

Of ^ 1:s3i0p^von& jaik cortn^crjori isi co^n^^ and 
p^yiri^^fil of f Ha aieqJiroosi^^ 

S^, pTDgram lor f:^rQeessir>^ deetmnjo man^ 

m 

B:'tm^ipi^ ^ppmmM. in::-whfehvani -eJeeSroBip :mjcjhi05< ■ 

n^isted the ; nt:ernailo a foaass a^rys>r t h$it aoa- 
f^bQtre a#^^^ai1< £i> axacatB: 

■datf rmia:a$j .jig:®r sutm^nt?dai^^^^ in- 

ca M f !f^ah$m)ttad f f <jrn s^jd tsffThih app^iris- 
ti<B ta the banff s^erv^f ^Fi<^.aUtHemicatiii6h ts ob- : 

a payment wh^r^m iiaid tmik 

Bm>^0r notified: of pa^^ent -a^pli^^ 1h 
WhiGhapaymeaimona ^a 

^f^civv^'eraifT when iip^^ dM^ma wfiiah 

.'appticiatjon- :d-^ta/^ ^s&id paymant ■appli- 

c?atmn m J"^efe!ved ^r^ aa^2aMsia<^a wHh said pavmant 
fTionay amoarit sKisapt^d by sa^d t^ank aerv^r 

mon-ey card. ,Mmb'UshrT-;ent of atelephone talk ■ooa- 
naor^oo is confsrrT^^jd, and paymant af the <sleotmaic 



'Man connagtact: io is, Gard:^;^!^ and WHian M. cpji-. 
nacted via thai atarnet to ii tjank s^an,far t;ha$ j^^ 

. an authanlfQa^lan obtainjing siap; whare^n' prs-v 
q^j^rrnined yesr autt^antscatian: mfdrmattoa in^ 

.■c^lucifn:g:' an a^^cou^;^ number ;and ;a;..ia^aphcs;ne! 
■ f^:amber:' csbtainscJ.: Mm ■ sai;d-" :0ladtJt3itt:ia- mmmy 

tifg ta saidbaak#a^n?erand:a 
.tainted: .and 

a pav'mant appjyjng at^^^ said tsi^ak 

virhfeh ^ fea^ mdjS^ amouilt a pay- 
ms^nt dstMjm0 which has fc^ean a^t fc^y ahan^ihgi 

m acoofdafioo willi said paym^t mdnissy 
^mdu ht have Marii d^^sj^ilatad^ 

and wNeresn when said payn^ant data/fee 
c<?ni0s, a .fejephone'^caH mada tmm said, bank 
;B^r^ar.to :aa5d :Sla<Jtronia money card,/astab?ishmant 
af a tai#h<me talk casln action ist cof^f if mad ; ^nd 
payment 0* th^ sttklrdnfe mc?ney te aj^aeuted . 

UT. A adrnpatar^roadafela m vy^h jon a 

ppgrarh tar prsaD&s^ing dl^diftihifc^ 

said pra^f sm allows a computer oohstmatin^ 
a Prmsnai app^iratoa m which ah el&otrDh?£^ aianiey 
dard havi ng an ihtarfaca and a mofesB^ phone: tuap-^ 
ttbn ednin^dti^d to 8 card sj<>t ^nii Whiiib ejjyn 
nact^d via lha Ihiamet tfe a bank^^ ihM \^ cqh- 
nact^sd^to satd efectmnia ■mein:ey-:card^ via m:Qbfe> 
phbda n^^tWofk ta ^aatjtef : 

■cietermmed user -aiijthdntia^tmn . mfdrrTiatj-ari ia- 
ci:Mdin§ an acadant; nua^;ber and a ^^^aphon^e: 
: hdmher :abraine:d ; iCQtri a^iid; ■^la^Jtenia ;rnPOi^y-- 
CB^ii is ttBhsmit^^jd from aai^ appafB:- 

:ta.i:nsd: ^ahd 

::S:j:jaymant app^yinig stap - wherein &a?d bank. 
sarv€:r is nai?'sad af p?^yrnent appJication iri 
wh:3<?h:a:^payn^^^at^ snK>^nt>a^:p0a:ri:.d€?^^^ ■ 
:jgnatads: 

and: whareiri: when a payrnent- date/itim^ wa^qh-: 
ba^; b^an set ^y c^ijanajn^: atima j§g ^mm :a:p^yma;hi ■ 
app§e^jicn:4ata/ym as^ie^.:^43iyni^nt::Hppi^^ ■ 

catJd;n. '&:i^p0jved Jn; aap^rciaacia- w?t^;'§ajd ^paymant- 
money amoiint ^acepiad by said nank ^srv^r 
eema^;, :a • fetaphana^-pa?^; js- rriadd :td:: ??ajd\eiedtfania 

n^?a0 ij^asatim^ 
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wMcM k connected^ tO' a te^mirtaJ appa:ratu&-.df tns- 
Via '-si ^ rhddHe/phGne^^ 



■a-paymam;isu^-i?dirt?^ pay- 

His: cmri telephone ni}rmm and aocoLi-nt 0 
:a- paymerTt reeefvfn^^ whsr^in- when: a pay- 

fr&m said bank mrv&r, ^stsbJI^hm^nr of at^b- 
roej^idt tl^ 0j;^cti^ jf^jfe mo r?0^ m Mm^WBd 

p:a'^me5")t, ■reo0jy ft fs di:sciim;:n:a^:ed -that 

■.d;5is:rrnjn0<^-i5a number tm^ wh^c^' 

t<B^lk connection. 

so 

^aid program a^30ws b con-pix^^^t W-m 
^trpnfe- moRej/: ear d . wii:5c;n :is:':0ann?sct^d; .to .a:- mrmlnsii 
^^ppsratu^ p^^; me user artd ^JdrvR^scmd 

toai^arife server vta a mo^ t?> ax- 

a iMymeni supporting ^t?jp vvih^erem wi^ en pa^^ 
rr^fijrit Bj^p^icatien j?> m feast a pa>fTT)sritt 

t6 said bank server py said tormina} apparatus, 
own iei^phone number am Bc<jmm 
nijrrtmrwfnc^- ^m^pr^>mm^ :bsari^stciFe>d':af e 

M ^ paiym^lrit ■ rse^jvjng^ $te^ -vt^h^rfein ' wh^cn a/pgty - 

.^rijrri&lagfmm a^p:ayrnen^app^lDM^dfi' dai^s/ 

amduiif csicsn?^ If a t§l%)^^dn^ eafi t^cj^iysd «^ 

^ Mrn -said sisanl^^; Mi^^^isv'bsMb^is t$?fe^^ 
.pnone ta?^< c;Dnnec:ti:Dn iS:::.isonOrmed, : and- pay- 

pro gram tor p roc^^sjsirtg- ^i^kjtrbniic: msifiey: has^be^ih;' 
:St:Ored. w^^^m^in : 

said ^r^mrn aJ^ow© a cc3priiput6r # art ei^c- 



to a b^ok ^rvi$r yi^ a rnpbi \b pinmB ti^^ 
0puis: 

^^m^nt: i^ppileatlsn' . in:, whtph' ..at \0m\ a p aymam^: 
■mpn^y :.amount has fea<5r5 id^j^igrt^ied Is notified 
.£p.s.aSd -fean^K Burner py;:a^kj:iaftninat-appa 
■te. .;pwn' iajepf)OR<^- ■ niimbar an^d ac^au^it-: 
nMrnb^r v^^^Nfeh hav^pr^jous^ bron stored ai^ 
|>f%Vided^ and 

a payms^nt f^K:s^l^5ng slsp w^^er^jn w^en a pay- 
men^-0:aMtim^^ wh:!c.h.h.£iis-d«3i^n:S0t^by chahg-irig 
a time Mgi imm p Jit spp lic^tloa dai«s^iim 

from ^ajd bank sdrver; <jstabifehrneni df a tale- 
p hpn0 taiK 0o!n?^e^ctJon j& SDhrjj-med. ii^d pay- 
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